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ABSTRACT

Mobile devices have seamlessly integrated into our everyday routines, offering access
to an extensive range of applications and services encompassing communication, e-
commerce, social networking, and location-based services. However, with this conve-
nience comes the risk of privacy and security threats. Mobile devices are susceptible
to security threats as they depend on open channels for transmitting data through radio
waves. Adversaries can exploit this vulnerability to launch attacks such as eavesdrop-
ping, masquerading, and tampering, leading to financial losses and information leakage.
Therefore, safeguarding the processes of authentication, maintaining data confidential-
ity, and the preservation of data integrity becomes crucial.

Furthermore, authentication is the procedure for verifying a claimed identity and
is critical in the context of global mobile networks. This is especially crucial as users
necessitate uninterrupted and secure roaming services across various foreign agents.
Developing a reliable and anonymous authentication protocol that safeguards user pri-
vacy poses a considerable challenge. Mutual authentication, which verifies the identity
of all communication entities, is essential to mitigate network threats when mobile users
are unaware of attackers or third parties.

This thesis proposes novel blockchain-based mutual authentication protocols for
both global mobility networks and Telecare Medical Information Systems (TMIS).
These protocols address critical security and privacy challenges inherent in each do-
main. Centralized authentication models in mobility networks leave them vulnerable
to unauthorized access and identity theft. Similarly, TMIS struggle with data breaches,
unauthorized access to patient information, and potential manipulation of medical records.
This thesis explores how blockchain technology, with its tamper-proof ledger and de-
centralized structure, can enhance security in both areas. By enabling secure identity
verification, data storage, and fine-grained access control, these protocols have the po-

tential to revolutionize security and privacy practices in mobility networks and TMIS.



We proposed Blockchain based secure and privacy-preserving authentication pro-
tocols utilize a combination of cryptographic primitives for secure communication and
user verification. This includes secure hash functions for data integrity, symmetric ci-
phers like AES for secure channels, and asymmetric cryptography like ECC for key
exchange and digital signatures. Furthermore, we leverage blockchain technology for a
decentralized approach. Crucial authentication parameters are stored on the blockchain’s
tamper-proof ledger, while Solidity smart contracts manage user authorization on the
blockchain. To ensure the protocol’s robustness, the proposed approach employs the
Automated Validation of Internet Security Protocols and Applications (AVISPA) tool
for formal security verification. In addition, the proposed authentication protocols were
rigorously evaluated for computational and communication overhead, confirming the
practical implementation of the decentralized authentication framework in global mo-

bility networks and telecare medical information systems.
Keywords: Authentication, Blockchain, Smart Contracts, Session Key, Global Mobil-

ity Network, Telecare Medical Information System (TIMS), Security, Privacy, AVISPA,

Smart-card.
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Chapter 1

INTRODUCTION

In this chapter, Mobile technology’s rapid advancement demands mobile devices
with low power consumption and secure communication capabilities.This has brought
about a significant concern regarding privacy issues between mobile device users and
service providers. If the network is not secure, there is an increased risk of alteration,
theft, unauthorized access,or physical damage to sensitive information stored within the
network. Hence, it is essential to implement security measures capable of safeguarding
against a spectrum of network vulnerabilities and threats.

To maintain the trustworthy and safe operation of computer networks in our increas-
ingly connected world, protecting network security is of the paramount importance.
While no network can ever be completely impervious to attacks, having a robust se-
curity system in place is essential for securing user information. A reliable network
security mechanism plays a crucial role in protecting against various threats, such as
data theft and damage resulting from cyberattacks or other malicious activities. By
implementing a comprehensive network security strategy, businesses can significantly
reduce their exposure to risks and minimize the effect of any possible security breaches.
In accordance with the guidelines set by the NIST, security encompasses the adoption of
measures to secure a networked environment, with the ultimate goal of fulfilling specific
objectives that pertain to preserving the confidentiality, availability, and resources of in-
tegrity in the information system. It means ensuring that sensitive data within network
is secure from unauthorized access, remains accessible to authorized users, and is kept
confidential from potential intruders. Overall, implementing strong network security

measures is critical for ensuring the safe and secure operation of computer networks,



protecting sensitive data, and safeguarding against the risks of cyberattacks and other
security threats. To ensure the design of a secure network infrastructure, the following
factors should be taken into consideration. (Shashidhara et al., 2021)):

1. Authentication: Authentication is a crucial service Madhusudhan and Mittal|(2012)
that allows for user identification. It permits a system to confirm the authenticity
of the person trying to gain access by verifying their identity through attributes,
knowledge, and possessions. This multi-factor authentication approach ensures

that the system remains secure and intact while granting user access.

2. Authorization: The process of verifying if an authenticated user possesses the req-
uisite permissions to access a resources in network referred as authorization. Dur-
ing this process, the system checks the user’s access rules to determine whether
they are allowed to perform the requested action on the resource. Based on these
rules, the system either grants or denies the user’s request for resource access. Ef-
fective authorization mechanisms are essential for network security, as they help

prevent unauthorized access to sensitive data or resources.

3. Confidentiality: Data confidentiality entails safeguarding sensitive information
transmitted through a network to prevent unauthorized access. It guarantees that
solely authorized recipients can retrieve the data by converting it into an unread-
able format using encryption, which can only be decoded with the appropriate
decryption key. Data confidentiality is a critical element of networks security, as

it serves to safeguard sensitive information.

4. Data Integrity: Integrity service is a vital component of network security, de-
signed to thwart unauthorized data modification or alteration during transmission.
The integrity service is engineered to identify any efforts to tamper with the data
and guarantee that the received data matches precisely with what was originally
transmitted by the authorized user. By providing an assurance of data accuracy
and authenticity, the integrity service enables users to trust the data they receive
over the networks. This helps prevent active threats that may compromise the

validity and reliability of the data, ensuring that the data remains intact and unal-
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tered throughout the transmission.

5. Non-repudiation: Digital non-repudiation is a security service that guarantees the
sender’s inability to disavow sending a message and the recipient’s inability to
deny receiving it at a later time. It provides proof of the origin and delivery of a

message or service, making it an essential aspect of secure communication.

A network security infrastructure is essential to offer multiple layers of protection
against different types of attacks. This is accomplished by dividing information into
various components, encrypting each of them, and then routing them through separate
paths. This approach is designed to thwart eavesdropping and other security breaches
effectively. To create an effective security plan, it is crucial to have a comprehensive
knowledge of security concerns such as potential attackers, required security levels, and
network vulnerabilities. Understanding these concepts aids in precisely determining the
necessary range of security to safeguard the information stored within the network and

the context in which it operates.

1.1 Authentication Demystified: A Comprehensive Overview

Confirming the identity of a user by verifying their claimed identity through various
methods like identification documents, digital signatures, and certificates is referred to
as the authentication process. User authentication is crucial for any security infrastruc-
ture, as it serves as a foundation for other security measures. Authorization involves
granting access privileges based on a user’s identity, while audit trails require authen-
tication to ensure accountability for actions taken. When authentication is lacking, it
becomes difficult to differentiate between authorized and unauthorized entities, which
can compromise both confidentiality and integrity measures, posing a security risk.

In a distributed environment, ensuring authentication becomes more complex because
of the constant risk posed by malicious users or programs. They attempt to access sensi-
tive information, disrupt services, or impersonate legitimate entities by tampering with
data. Therefore, it is essential to establish secure and trustworthy authentication meth-

ods among the communicating parties within the networks.



Authentication mechanisms can be divided into three broad categories, which are de-

termined by the factors they rely on.

1. Knowledge: Single-factor authentication involves confirming a user’s identity us-
ing just one recognized factor, which can include a security question, personal

identification number or password.

2. Ownership: Two-factor authentication involves the authentication of identity through
something that a user own, like Smart-cards, authentication Tokens, mobile De-
vices, or any other physical object in addition to Something familiar, like Pass-

word, Security question, a personal identification number etc

3. Inherence:Three-factor authentication entails verifying a user’s identity through

personal traits like signatures,fingerprints,voice prints and iris.

Single-factor authentication methods that rely solely on passwords are simple to im-
plement and use, but they have limitations.Low-entropy passwords are susceptible to
guessing attacks and provide weak identity verification. Smart-card-based authenti-
cation requires users to own both a valid password and a smart-card for successful
login, strengthening security measures.Three-factor authentication shares similarities
with smart-card-based systems but includes an extra authentication factor,such as bio-
metric characteristics, required for further verification. While three-factor authentica-
tion with biometric characteristics provides a high level of security, it has some limita-
tions. For example, accidents or health conditions may cause damage to a person’s eyes,
vocal cords, or hands, which can prevent them from using the biometric authentication
factor. Additionally, the cost of implementing and maintaining a three-factor authen-
tication system offers higher security compared to single or Two factor authentication
systems. Because of these benefits, using a Password based authentication system in
combination with smart-cards is considered a straightforward and convenient method

for safeguarding data confidentiality. Shamshad et al.| (2020).
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1.2 User authentication process scenario for Global Mobility Net-
works

In this scenario a Global mobile networks, users can access services provided by their
Home Agent (HA) even while connected to Foreign Networks (FNs). Robust authen-
tication methods are employed to secure roaming services between a user’s home net-
work and the foreign networks they visit. Wheneve a MU transitions to a FN under the
management of a FA, an authentication process occurs, with support from the user’s
home agent in their home network. This ensures the security of roaming services, this
authentication process grants the Mobile User (MU) access to services in Foreign Net-
works, even Figure shows that when they travel beyond the originally assigned

coverage area.

‘ HN: Home Network ‘ ‘ FN: Foreign Network ‘

FA: Foreign Agent

= -
— "
- 9
J—— 5 ..
: —— . 2: Authentication
(A=—>) Y
: Reauest
HA: Home Agent 1.Roaming
3 Service Request] 4. Accept or Reject
o

',.

Roaming

", MU: Mobile User

Figure 1.1 User authentication for roaming services in GLOMONET

Enhancing mobile user authentication for improved security is vital for preserving
privacy in mobile environments. Today’s communication technologies face significant
security vulnerabilities, especially in wireless networks due to their open nature. These
networks lack inherent security measures, making them more susceptible to network
security attacks. Consequently, developing and designing a strong protocol for secure
mobile roaming service remains a constant challenge.

In global mobility networks, two-factor authentication, which utilizes smart cards and
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passwords, is widely adopted due to its high portability and user-friendliness. In this
setup, users only required to recall a valid password and own a smart card issued by the

home agent during their mobile user registration.
1.3 Authentication in Telecare Medical Information System(TMIS)

In healthcare, there’s an immense amount of data, including billing records, medical
research, and patient histories. This data can be challenging to manage in an organized
manner. Secure data sharing is an approach that allows healthcare providers and related
entities to confirm the accuracy of this information, which is essential for maintaining
the security of medical services.

Paper-based patient medical records are challenging to transfer between locations,

Medical server
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Figure 1.2 User authentication in TMIS

making it difficult to access medical services. Nowadays, Electronic Medical Records
(EHRs) store most health-related information, but these digital repositories are suscep-
tible to various security threats, putting health data at risk.

The complex task of sharing health information securely and promptly has a signifi-
cant impact on patient healthcare. Figure [I.2]illustrates a privacy-preserving user au-
thentication scheme for TMIS. Certainly, numerous patients have concerns regarding

safeguarding the privacy of their personal health data. To achieve widespread adoption,

6



trustworthiness, and security of the TMIS, it is imperative to address the challenge of
securely disseminating health information among insurance companies, patients, and
healthcare organizations. Furthermore, addressing piracy and the misuse of drugs is
crucial, as forged or unauthorized medications can lead to fatal effect for patients. Con-
sequently, the issues of prescription and drug misuse represent another significant chal-
lenge in the healthcare sector.

Robust authentication techniques guarantee that unauthorized users cannot access the
server’s services. Initially, many authentication methods primarily depended on pass-
words, which, despite their widespread use, are vulnerable to various attacks. To miti-
gate these vulnerabilities and enhance system security, smart card-based password au-
thentication schemes were introduced, ultimately becoming one of the most commonly

employed authentication mechanisms.

1.3.1 Applications

Primary applications of authentication within the global mobility network encompass

the following:

* Cellular systems: The infrastructure of cellular-networks is extensive and intri-
cate, involving multiple entities working in coordination, including the core net-
work and IP. Consequently, a robust authentication service is essential to ensure

security across all potential communication pathways within the network.

* Banking industry: Authentication systems play a pivotal role in safeguarding pri-
vacy and secrecy in banking related applications such as Mobile banking, UPI

(Unified Payment Interface), Wallet transactions, and Internet banking.

» Telemedicine: Telemedicine system necessitate robust authentication services to
guarantee privacy and data confidentiality, meeting the requirements of both pa-

tients and healthcare professionals.

* Industrial Internet: An authentication system allows organizations to enhance

network security by granting access to safeguarded resources, foe example databases,
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websites, computer systems and other network-based applications or services, ex-

clusively to authenticated users.

Internet of Things (IoT): 10T devices enhance the daily lives of individuals, yet
their heterogeneous and dynamic nature poses significant security and privacy
risks. Authentication protocols are employed in IoT environments to mitigate

these security threats.

1.3.2 Attacks in mobile environments

Security breaches within the GLOMONET environment manifest in two ways: passive

attackers can compromise message confidentiality by eavesdropping on communica-

tions between Mobile Units (MU) and Foreign Agents (FA) via intercepted channels,

while active attackers may impersonate MUs to gain unauthorized access to FA services

through HA. The following is a list of the potential security risks in global mobility net-

works:

A:l

A2

A:3

A4

"Insider Attack"” - In such a scenario, If a trusted insider with access to a server
obtains a mobile user’s password, they could impersonate the legitimate user to

gain access to other servers where the user is registered.

"DoS-Attack” - Unauthorized users attempt to disrupt login sessions by entering
incorrect passwords. Only the home agent, not the mobile user, can detect this ac-
tivity. These unauthorized users may repeatedly engage in this activity to flood the
system with requests, obstructing legitimate users’ access and potentially causing

the authentication system to become overwhelmed.

"Forgery Attack" - An intrusion attempts to mislead either the FA or HA by inter-
cepting information being broadcast over the open communication channel and

posing as the authorized Mobile user.

"PassWord-Guessing-Attack” - Many passwords, they are vulnerable to attacks
using guessed passwords because of weak entropy. In these cases, a potential in-

truder captures authentication messages being transmitted over a Public channel,

8



A:5

A:6

A7

locally stores them, and subsequently attempts to verify guessed passwords by

comparing them to the intercepted messages.

"Replay Attack” - In order to deceive the MU, HA, or FA, this involves trans-
mitting replay messages or information that has been intercepted from a public

network.

"Stolen-Verifier Attack" - Using a stolen password verifier, a malevolent user

might pretend to be a trusted user and access the system without authorization.

"Smart-card loss Attack” - A tamper-resistant smart card is required for the pass-
word authentication protocol to be secure. Without tamper resistance, an attacker
can steal a user’s smart card and extract the password by analyzing power con-
sumption. Subsequently, An attacker might easily change or guess a user’s pass-

word and pretend to be them.

1.3.3 Requirements for Security

According to user authentication protocols in mobility environment should adhere to

the following security criteria, as outlined by Karuppiah and Saravanan (2015)

SR:1

SR:2

SR:3

Mutual authentication - In order to stop forgery attacks, a strong authentication
process is established among the Home Agent, Foreign Agent, and Mobile User.

Each of these entities must mutually authenticate one another.

Untraceability and User anonymity - Mobile user’s identity must remain con-
fidential, even from third parties like the foreign agent. Untraceability implies
that it should be impossible for an adversary to connect two conversations that

originate from the same user.

Forward secrecy - In spite of the system’s secret key being compromised, it as-
sures that past session keys are never disclosed because to the principle of com-
plete forward secrecy. Once the session key has been obtained, the entire session

is no longer secure.



SR:H4

SR:5

SR:6

SR:7

SR:8

SR:9

Robustness against attacks - In this case, a protocol should possess the capabil-
ity to withstand various attacks, including insider attacks, replay attacks, stolen-
verifier attacks, password guessing attacks, and impersonation attacks, even in
scenarios where an adversary possesses full knowledge of the information stored

in the smart card.

Session key and fairness - In this scenario, mutual authentication between the
Mobile User (MU) and the Foreign Agent (FA) alone is insufficient to ensure
data confidentiality. It is also crucial to negotiate a session key to establish a
secure channel between them. Furthermore, the mutual authentication and key
agreement protocol concludes with both the MU and FA agreeing on a session

key derived from equal contributions from all involved entities.

Local password verification - Prior to interacting with other entities such as the
HA or FA, the user’s smart card must authenticate the user’s identity and pass-
word for validity. If the user enters an incorrect password during the login phase,

the system should promptly inform the user with an error message.

User Friendliness - The user should have the freedom to choose their own pass-
word and identity, and their device should allow password changes without need-

ing assistance from the Home Agent.

No time-synchronization - The authentication procedure shouldn’t rely on time
stamp techniques to counteract Replay attack. Even when remote user authen-
tication protocols use timestamps to ensure message freshness, they can remain
susceptible to replay attacks due to unpredictable transmission delays in current
networks. Furthermore, in the context of current network systems, clock synchro-

nization is a difficult and expensive process.

Free-From-Verification table - In this risk, the system or server does not store
passwords or verification tables, and there should be no presence of verification

tables, even in hashed form, on the remote system.
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1.4 Secure user authentication for mobile roaming service using
Blockchain

GLOMONET is becoming one of the most important developing network environments
for providing flawless roaming services in foreign networks. In the GLOMONet, mo-
bile gadgets have become an integral aspect of our daily routines, with applications such
as commerce, social networking, communication, and information exchange, among
others.In a mobility network, the mobile user is allowed to pair their devices with al-
ternative widgets utilising Bluetooth, GPS, and WiFi in order to receive broad internet
services and other region-based services systematically.

Network contexts raise fundamental security and privacy challenges, such as mutual
authentication, secrecy, and user anonymity. As a result, in network environments,
user anonymity becomes a vital component. The current situation required the devel-
opment of reliable network architecture for global mobile environments. Furthermore,
GLOMONet provides roaming services to mobile subscribers. These services enable a
user to utilize the offerings provided by their HN while being in a FN. The well-built se-
cure authentication techniques will be used to secure roaming services in GLOMONet
between users HN and FN being overtaken. Whenever a MU roams from present loca-
tion to another one in a mobility network, roaming service is used to ensure the continu-
ity of the mobile network service. Constructing a user model in a mobility network, the
HA, FA, and MU are all involved in authentication. The security of this environment
is compromised if an attacker is able to eavesdrop messages delivered over the open
channel between the mobile user and foreign agent. Therefore, it is necessary for the

home agent, mobile user, and foreign agent to exchange data securely.

1.4.1 Blockchain importance in GLOMONET

In general, designing a secure architecture for providing roaming services requires
proper organization, collaborations that can significantly benefit from the design of a
decentralized network, and consideration of any use cases that necessarily require an
accurate combination of network services provided by the network environment. In

particular, Blockchain is being utilized to address a variety of challenging tasks across
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the entire network, and it is providing support in the continuous rapid growth of a num-
ber of wired devices, such as data services and data traffic. A blockchain is a decen-
tralized, immutable record that ensures network confidentiality, integrity, privacy, and
authentication. Blockchain is a P2P network that runs on the IP protocol. It is trans-
parent, decentralized and provides the security to the users. Using cryptographic hash
the previous blocks are interconnected to each other once the new blocks is added in to
a blockchain network, it make sure that the chain is never broken since all the blocks
are subsequently connected and each activities stored permanently in the network. The
capacity of Blockchain plays a vital role in acquiring noticeable attention in telecom in-
dustries. With the advancement of Soulbound Tokens (SBT), the user could then share
this digital identity with other parties, such as employers or educational institutions,
as proof of their identity and qualifications. Because the Soulbound tokens cannot be
copied or transferred, so digital identities created using them are secure and easily ver-

ifiable without the need for a centralized authority.

1.5 Motivation of the work

Cryptographers worldwide have been working diligently to develop robust authentica-
tion and key establishment protocols based on computational mathematics to address
the various security threats that exist in wireless and GLOMONET. In this case, when
constructing a efficient and secure robust mutual authentication protocols, researchers
primarily employed computationally rigorous security mechanisms. However,these au-
thentication methods may not be the best approach for mobility contexts with limited
resources. Therefore, developing a reliable authentication protocol using lightweight
crypto-primitives for wireless and mobile contexts is crucial.

A comprehensive examination of current Mobile user authentication protocols in
the mobility networks uncovers security vulnerabilities present in numerous privacy-
preserving protocols documented in the literature. Consequently, the development of a
robust and enhanced security protocol in this context is of paramount importance. Fur-
thermore, this authentication protocol must meet all security prerequisites within the

mobility network while also maintaining low computational overhead.
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1.6 Research Objectives

1. Analyzing a security robustness of different authentication and key agreement
protocols in the existing literature to enhance security, maintain confidentiality,
ensure data integrity, and preserve privacy in healthcare and Global Mobility Net-

works.

2. Designing a new and secure and secure authentication framework based on Blockchain
for TMIS and GLOMONET through the utilization of smart contracts. This
framework aims to safeguard user privacy and anonymity while also withstanding

various network attacks.

3. Comprehensive security analysis using a strong adversary model and formal ver-

ification will be conducted to validate the robustness of the proposed protocols.

4. Ultimately, we will carry out a performance analysis of the proposed security

protocols to assess communication and computational overhead.
1.7 Contributions

This thesis makes the following contributions. It involves the analysis of existing proto-
cols and the proposal of various authentication protocols for roaming service in global

mobility networks and telecare medical information system, which are as follows:

1. After conducting rigorous cryptanalysis, we have pinpointed various security vul-
nerabilities in existing authentication protocols. Our goal is to address these vul-
nerabilities by introducing an efficient and secure light-weight authentication pro-

tocols using decentralized Blockchain.

2. Proposed a novel and secure authentication protocols using Blockchain for TMIS
and GLOMONET through the utilization of smart contracts. The proposed frame-
work aims to safeguard user privacy and anonymity while also withstanding var-

ious network attacks.
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3. The proposed authentication protocols has been rigorously evaluated for security
using Dolev-Yao attacker model. In addition, both informal security analysis and
formal security verification has been performed by utilizing High-Level Protocol
Specification Language (HLPSL) to prove the security strength of the proposed

protocols.

4. A novel approach blockchain based user authentication mechanism using a non-

transferable Soulbound Token (SBT) for mobility networks has been proposed.

5. The proposed protocols are practically demonstrated and evaluated using the
SPAN simulator, considering several network performance parameters into ac-
count, the outcomes of analysing the performance and simulations validate the
system robustness, computational efficiency, and practical feasibility of the pro-
posed authentication protocol for resource limited global mobility Networks and

TMIS.

1.8 Thesis Structure and Outline

The thesis is structured as outlined below.

Chapter : 1, Offers a comprehensive perspective on authentication within global mo-
bility networks and telecare medical information systems. It delves into key aspects,
including prominent authentication applications, security threats, and prerequisites for
global roaming services in mobile environments. Additionally, the research’s motiva-
tion and objectives are outlined.

In Chapter : 2, Introduces fundamental cryptographic concepts and primitives, includ-
ing operations like XOR or Exclusive-OR, one way hash functions, and both the algo-
rithms called public and private keys are used. Furthermore, it incorporates the mathe-
matical foundations required for designing and analysis of Authentication Schemes for
roaming services in Glomonet. These mathematical concepts includes Diffie-Hellman
key exchange, the ECC, DLP, Zero Knowledge Proofs, and Homomorphic encryption
to ensure secure communication.

Chapter : 3, A review of prior research on user authentication for roaming services in

mobile networks, as well as Telecare Medical Information Systems, has been presented.
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The analysis reveals that many authentication schemes are susceptible to commonly rec-
ognized attacks and demand significant resources communication and computational
and overheads.

Chapter : 4, Examines the threat and network models associated with authentication
in Glomonet. Introduces an innovative blockchain-based mutual authentication system
tailored for mobility networks, featuring immutability, peer-to-peer communication, de-
centralization, and distribution. This system prioritizes user anonymity and provides
strong defense against numerous types of attacks. Additionally, the proposed authenti-
cation framework includes a some of the blockchain consensus computer protocols to
ensure security, reliability & fault tolerance in the mobile environments.

In Chapter : 5, Represents a decentralized authentication secure framework for the
Telecare Medical Information System implemented with Blockchain technology. The
protocol consists of 4 phases: initialization, registration, decentralized authentication,
and password change. An informal security requirement analysis confirms that the
newly designed security framework effectively stands up to various types of attacks
and successfully meets all design objectives within the healthcare system. Additionally,
the results of performance analysis and simulations provide confirmation regarding the
computational efficiency of the proposed authentication protocol.

Chapter : 6, Introduces a blockchain-based authentication protocol specifically de-
signed for roaming in mobile environments. Performance analysis confirms that this
protocol, employing SBT (Secure Blockchain Technology), offers both security and
practical feasibility within resource-constrained wireless and mobile environments.
Chapter : 7, Summarizes the thesis by emphasizing its contributions and delves into

potential avenues for future research.
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Chapter 2

CRYPTOGRAPHIC PRIMITIVES

In this chapter, it introduces fundamental crypto-primitives and mathematical foun-
dations necessary for the protocol design and security analysis of authentication proto-
cols in global mobility networks, specifically for roaming services. Initially this section
outlines the characteristics of One way Hash function and XOR properties. Subse-
quently, it provides concise discussions on the Computational Diffie-Hellman Prob-
lem, DLP-Discrete Logarithmic Problem, Diffie-Hellman key exchange, ECC- Elliptic

Curve Cryptosystem, Zero Knowledge Proofs, and Homomorphic encryption.

2.1 Foundational Concepts

* Cryptographic: A Process of applying guidelines and strategies to transform a
understandable message into an unintelligible one and later reversing this process

to return the message to its original form.

* E: Encryption: A process of transforming plain text into ciphertext using a key

is referred to as the encryption process.

* D: Decryption: The decryption process is the method of transforming ciphertext

into plaintext with the help of a key.

* Cryptanalysis: Cryptanalysis, also known as codebreaking, is the study and

practice of decrypting messages without knowing the key.
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2.2 Essential Crypto-Primitives

Cryptographers often choose lightweight crypto-primitives, such as hash functions,
symmetric encryption, and XOR operations, to ensure the efficiency and confidentiality

of authentication systems.

2.2.1 Hash Function:

A secure one-way hash function takes a variable-length input and produces a fixed-

length output, called a hash value. It has the following properties:

As a result of the output is deterministic, ensuring that a particular message will

consistently generate the same hash value.

* It is very efficient to compute H(P) for a given input message P, but it is compu-
tationally impossible to reverse the process and recover P from the given H(P), is

often referred to as the one-way property.

* Finding two inputs, X and Y, such that H(X) = H(Y) is a difficult task, which pair

is named a hash collision.

* Making even minor modifications to the input message leads to a significant al-

teration in the hash or message digest.

Hash functions are employed to produce the MACs (Message Authentication Codes) to
ensure message integrity. The SHA (Secure Hash Algorithm) comprises a collection of
standardized algorithms, each capable of producing digests of varying lengths. Among
these, SHA-1 with a length of 160 bits, has found extensive use in various cryptographic

applications.

2.2.2 XOR or EXCLUSIVE-OR cipher

The XOR algorithm in cryptography applies successive addition’s principles:
podp=0,p30=p

(qdp)®Bp=q®0=gq
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Associative:

po(qor)=(p®q)®r
2.3 Public/Private Key Cryptography Algorithms

Public key mechanisms use a two keys for enciphering and deciphering. The private
is private, while the public key is available to all. Examples of popular public key
algorithms include RSA and ECC.

Private key algorithms use the same key for all crypto operations, and this key is
shared between transmitter and receiver. Examples of private key protocols include

AES, DES, and Blowfish.
2.4 Key Exchange using Diffie-Hellman algorithm

The D-H key exchange method allows two parties to establish a shared secret key over
an insecure communication channel, even if they have no prior knowledge of each other.

D-H key exchange procedure as shown below:

1. Sender generate two prime numbers, p and ¢, and compute n = pgq. Then, she

selects an element g € G.

2. Afterward, sender proceeds to choose a secret key Sya = a(< ¢) and finds the

public-key P4 = g% mod p, then transmits to Receiver.

3. Likewise, receiver selects the secret key Spa = b(< ¢) and determines the corre-

sponding public-key component Pr4 = g” mod p to share with sender.

4. Afterward, sender finds a shared secret key Kpy = Py, mod p using Bob’s public

key. Similarly, Bob computes Krg = P,l_’, 4 mod p using Alice’s public key.

2.4.1 Computational Diffie-Hellman problem

Let’s consider a group G with order ¢, the computational Diffie-Hellman problem states
that, given g, g%, ¢’, where g is a generator and x, y € {1,2,...,g — 1} are nonce, it is

computationally infeasible to compute the value g*.
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2.5 Zero Knowledge Proofs (ZKPs)

Zero-knowledge proofs (ZKPs) improves the privacy, security, and scalability of blockchains.
The significance of ZKPs in Blockchain technology becomes evident through the fol-
lowing aspects. First, ZKPs empower the validation of a statement without disclosing

the underlying information or data. This makes them an ideal tool for enhancing the
privacy of blockchain transactions, ensuring that sensitive transaction data remains pri-

vate while still allowing for verification and validation. Second, ZKPs offer a robust
security by allowing the confirmation of a statement without exposing any information
related to it. This makes them an effective tool for preventing fraud and ensuring the
integrity of blockchain transactions.

By using ZKPs, Blockchain can achieve an enhanced level of security, making it a
more reliable platform for storing and transferring data. In addition, ZKPs can help ad-
dress the scalability challenge facing blockchain technology. With the growing number
of users and transactions on a blockchain, the system becomes more complex, and the
transaction processing time increases. ZKPs can reduce the computational burden of
validating transactions, facilitating blockchain to efficiently manage a large number of

transactions and users while preserving its security and privacy.

2.5.1 Prerequisites of a ZKPs protocol

Certain prerequisites must be satisfied for a protocol to consider as a zero-knowledge

proof (ZKPs) protocol:

1. Completeness: The protocol must be complete, meaning that if a statement is

true, the prover can convince a verifier with high probability.

2. Soundness:The protocol must be sound, meaning that it is computationally im-

possible for the prover to convince the verifier that a false statement is true.

3. Zero knowledge: Furthermore, the protocol should adhere to the zero-knowledge
principle, ensuring that the verifier acquires no supplementary knowledge apart

from the confirmation of the statement’s truth.
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4. Computational Efficiency: The protocol must be computationally efficient, mean-
ing that it must be feasible to generate and verify the proof using reasonable com-

putational resources
2.5.2 Homomorphic Encryption

Homomorphic encryption performs computations on encrypted information without de-
cryption. In the context of ZKPs, homomorphic encryption can enhance the efficiency
of ZKP verification. It allows verifiers to perform computations on encoded data with-
out requiring decryption, thus maintaining data confidentiality. This can greatly reduce
the computational overhead associated with ZKP verification, which is particularly im-
portant in applications that require frequent ZKP verification, such as blockchain sys-
tems. By using homomorphic encryption in ZKPs, it is possible to significantly increase
the scalability and efficiency of ZKP-based systems while maintaining their high level

of security and privacy.

2.6 Summary

This chapter provides an overview of cryptographic primitives, including EXCLUSIVE-
OR or (XOR) operations, hash functions, public and private-key algorithms. Addition-
ally, the chapter discusses the mathematical foundations necessary for designing and
analyzing the roaming service in authentication protocols. These foundations include
D-H key exchange, ECC cryptosystems, DLP, Zero knowledge proofs and Homomor-
phic Encryption.
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Chapter 3

REVIEW OF RELATED WORKS

3.1 Analysis of Authentication Schemes in Global Mobility Net-
works

The goal of Researchers, Cryptographers, and Wireless organizations have been striving
to design secure protocols and frameworks that employ robust cryptographic techniques
to defend against a variety of attacks in mobile environments. Yet, the majority of tra-
ditional authentication protocols, including two-factor authentication protocols, found
in wireless and mobility network literature, are susceptible to common attacks like im-
personation attacks, insider attacks, replay attacks, SQL injections etc.

In 2011, He et al.| (2011) presented a secure user authentication protocol utilizing
smart cards for wireless environments. The authors were confident that their protocol
provided User-anonymity and effective protection in resistance to Replay-attack and
Impersonation-attacks. The authors in Yoon et al.| (2011) introduced a simple authen-
tication system designed for battery-powered mobile devices operating in wireless and
mobile communication networks. This authentication technique is not only effective but
also enhances security while preserving user anonymity. However, L1 and Lee| (2012)
examined He et al. (2011) authentication scheme and concluded that their protocol
is not user-friendly and is unable to guarantee fairness in the key agreement and user
anonymity. Consequently, |L1 and Lee (2012) suggested a novel authentication protocol
for wireless and mobile networks that ensures user anonymity.

In 2013, Jiang et al.| (2013)) presented an improved authentication mechanism. to sup-
port the security of global mobility networks. However, Wen et al.| (2013) subsequently

identified vulnerabilities in Jiang et al. (2013)’s scheme, including susceptibility to
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stolen verifier, replay, and denial of service attacks. Wen et al.| (2013) proposed a new
technique to address these security weaknesses in previous authentication protocols.
Later, |L1 et al.|(2013) also put out a new authentication technique, claiming that it met
all security requirements for the mobility network. In 2014, Zhao et al.| (2014) identi-
fied that the technique proposed by Mun et al.| (2012) was found to be vulnerable to
password guessing attacks, forgery attacks and insider attacks. Additionally, it lacked
the ability to offer user friendliness, or mutual authentication, and user anonymity. Sub-
sequently, they introduced a novel authentication protocol aimed at addressing the se-
curity flaws present in the existing authentication protocols.

In 2015, Karuppiah and Saravanan| (2015)) proposed a secure authentication system em-
phasizing user anonymity for roaming service within global mobility networks. This
protocol is designed to provide various advantages, including resilience against sev-
eral types of attacks, untraceability and user anonymity. However, Madhusudhan et al.
(2016) identified security flaws in their authentication scheme and subsequently intro-
duced a secure and lightweight authentication mechanism for roaming service in mo-
bile networks. Later on,Several authentication protocols have been proposed to provide
roaming services in global mobile networks Madhusudhan et al.| (2018)); Gope and
Hwang (2016a); Lee et al. (2017); Xu et al. (2018]); |/ Ahmadi and Nikooghadam|(2019)).
However, the current authentication procedures are more computationally complex and
do not meet all security needs in the mobility network Shashidhara et al.| (2020).
Madhusudhan et al.| (2018)); Shashidhara et al.|(2020) conducted security analyses of the
recently proposed mutual authentication systems outlined in [Karuppiah and Saravanan
(2015); Xu et al.| (2018). The existing protocols were found to be vulnerable to Replay,
Injection, and Dictionary attacks.

Blockchain-based protocols in wireless and mobility networks offer enhanced user-
friendliness by ensuring a tamper-proof operations, robust user authentication mech-
anism, and decentralized services. Some of the blockchain-based authentication pro-
tocols are as follows: In [Nguyen et al. (2021)), the authors introduced an innovative
blockchain-based roaming management protocol featuring a comprehensive analysis of

the Proof-of-Stake (PoS) consensus mechanism and a Smart-contract enabled roam-
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ing management platform to address the problem of roaming fraud for mobile service
providers. Due to its reliance on a single-factor authentication technique, Blockchain
networks cannot mutually authenticate home agents, foreign agents, and mobile sub-
scribers. The authors also fail to provide smart contracts for user authentication and

blockchain implementation.

The authors in /Al-Qerem)|(2022) used a RAFT as consensus algorithm for blockchain
application of roaming services for mobile network. The raft consensus validate trans-
actions and commits a blocks on to the ledger. It can lead to significant storage savings,
particularly if the transaction load is low. However, the proposed approach is to improve
the system performance during roaming process and the RAFT consensus protocol fails

to address mutual authentication, user anonymity requirements.

To make the roaming service in 5G networks easier, |Weerasinghe et al.[|(2021) the
authors suggested a novel blockchain based architecture. For seamless connectivity
regardless of MNOs connected with each 5G local operators, the suggested approach
provides roaming tenants with a universal account. To address the issue of mistrust
amongst MNOs (Mobile Network Operators), the authors |Mafakher et al. (2021) pro-
posed a blockchain network that is permissioned and built on smart contracts.The sug-
gested architecture use smart contracts to automatically handle billing settlement with-
out relying on trusted third-party. Additionally, there are a several number of blockchain
based protocols that have been implemented in the literature. These protocols focused
on authentication in Smart-City applications Esposito et al. (2021), the smart grid Hao
et al.[(2021), decentralized identification Ferreira et al.| (2021), and improving privacy
preservation in fog computing environments Baniata and Kertesz|(2020); Baniata et al.

(2021)); Baniata and Kertesz (2022).

3.2 Analysis of Authentication Schemes in TMIS

Electronic Health Records (EHR) serve as repositories for various information, includ-

ing patient particulars, clinical notes, laboratory findings, medical images, financial
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records, medical history, and insurance information. Therefore, the patient’s anonymity
is crucial, and a breach of their privacy might result in major security concerns in Tele-
care Medical Information Systems (TMIS). As a result, numerous security protocols
based on diverse aspects helped to secure data privacy and patient anonymity. Nonethe-
less, a solution was provided to circumvent certain flaws seen in some Two-Factor au-
thentication schemes|Chen et al.|(2019));|Lu and Zhao|(2021));|Lo et al.|(2020); |Gir1 et al.
(2015). Current authentication protocols, on the other hand, are open to modification,

denial-of-service attacks, and guessing attacks.

Tan| (2014) suggested an Elliptic Curve Cryptography-based safe authentication
technique for TMIS, and [Yoon and Yoo, (2013)) proposed a mutual authentication mech-
anism to protect user privacy. Their authentication procedures, on the other hand, were
entirely ineffective in maintaining user anonymity and untraceability. |Fan and Lin
(2009) later developed a privacy-preserving protocol for TMIS as a cure for the proto-

cols, although their approach was similarly susceptible to password guessing attacks.

Renuka et al.| (2019) introduced a Two-Factor authentication method to enhance
security in smart healthcare. Mishra et al.| (2014) also developed a solid three-factor
security architecture based on the bio-hashing technique. Nevertheless, many of these
mutual authentication techniques are insecure or lack certain useful security require-
ments, demonstrating that building a viable mutual authentication scheme for health-
care is always challenging. The increasing demand for blockchain privacy and security
in healthcare has been noticed in recent years because of the built-in anonymity, auton-
omy, encryption, and immutability aspects of blockchain. Addressing a range of chal-
lenges in response to the significant merits of blockchain within the context of TMIS,

researchers have proposed solutions |Lin et al.| (2018)).

Yue et al.| (2016)) have published a blockchain based secure architecture that allows a
third-party user to calculate stored data without invading the patient’s privacy. |Xia et al.
(2017) proposed a blockchain based data sharing platform to tackle authentication con-
cerns. As a result, their authentication methodology incorporates a private blockchain
network concept, allowing only known entities to access patient information after veri-

fying their identity related information.
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The health of blockchain-based applications was then examined by |Kuo et al.
(2017) examined many obstacles to blockchain technology adoption in the health sec-
tors and provided solutions as well. In addition, Zhang and Lin/ (2018) have presented
a secure Blockchain-based authentication methodology for safeguarding the privacy
of a patient’s health data. Their system is made up of federated and permissioned
blockchain networks, which ensures that patient data is kept private and secure. Very
recently, [Fan et al. (2018)) presented a complex system for processing patient data based
on Blockchain. Medblock has increased the security of health records by integrating
authentication and symmetric encryption methodologies into their protocol.

In contrast to the previous mentioned blockchain based medical electronic records,
patients privacy can be violated if a third-party individual or organisation other than
the hospital attempts to access patients’ vital data via Telecare Information Systems
(TMIS) (Chen et al.| (2019). We have not discovered any scholarly articles or related
information on blockchain-based mutual authentication protocols for the TMIS envi-
ronment at this time. Thus, we proposed a security and privacy preserving framework
for TMIS utilizing a private blockchain. On the one hand, each hospital has its own
private blockchain, on the other side, multiple hospitals collaborate to form a federated
blockchain. Patients’ electronic medical records are encrypted before being stored in

the hospital’s private blockchain.

3.3 Blockchain-Based Authentication Protocol for Mobile Network
Roaming Services

As a result of the rapid advancements in communication technology, mobile users can
now move throughout the world and utilize the mobile network’s ubiquitous services.
GLOMONet has recently emerged as one of the most promising venues for providing
flawless roaming service in foreign networks. But the wireless and mobility environ-
ments, on the other hand, are well-known for being more vulnerable to attacks. The
attacker has the ability to eavesdrop, manipulate, or prevent sensitive data sent via the
radio channel. As a result, in the mobility environment, the mutual authentication pro-

cedure between communication entities is critical.
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In 2015, Karuppiah and Saravanan (2015) examined the Rhee et al. method, observing
that it is susceptible to impersonation, password guessing, as well as the point that Rhee
et al.technique does not notice incorrect passwords immediately. After that Karuppiah
and Saravanan (2015) also presented a new and secure authentication methods with
user anonymity for GLOMONET roaming services. However, Wu et al. (2017) Shows
that |Gope and Hwang| (2016b) authentication mechanism is insecure for GLOMONet.
Thus, Wu et al.| (2017) introduced a novel mutual authentication system employing a
two factor scheme to rectify the shortcomings observed in recent schemes from 2016.
Recently, in 2021 |Shashidhara et al. (2020) demonstrated Xu et al.| (2018) authen-
tication’s and key agreement technique had some security weaknesses and |Shashid-
hara et al. (2020) stated that Xu et al.| (2018)) protocols is exposed to some common
known attacks. Further, Shashidhara et al.| (2020) established a secure and robust mu-
tual authentication scheme for mobility environments as a solution. Furthermore, they
implemented security scheme is light-weight, secure, and computationally efficient, ac-
cording to the performance evaluation. In 2020, Nikooghadam et al. (2020) reviewed
and illustrate the flaws in the work of Ghahramani. Subsequently, [Nikooghadam et al.
(2020) proposed a more secure and efficient authentication system for roaming users
in GLOMONET and key agreement technique and also verified the proposed scheme’s
security in both a descriptive and formal manner using Scyther, a formal verification
tool.

To design proper Authentication protocols using Blockchain in GLOMOnet, very little
research work has been done to date, and it is becoming a popular and well-supported
technology. Most of the work in this field is currently taking place in the Blockchain
space, and some of the existing work that is published for authentication protocol using
Blockchain is highlighted as follows.

In 2022, [Taylor et al.| (2020) published a paper titled "A systematic literature review
of Blockchain cyber security" in which they presented a comprehensive analysis of
Blockchain’s role in enhancing cybersecurity and the author’s development of innova-
tive Blockchain applications for network security, certification schemes, web applica-

tions, public key cryptography, and machine visualization.
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In 2022, L1 et al. (2022) propose a dynamic group key agreement protocol and au-
thentication protocol built on Blockchain. This protocol streamlines the authentication
process for each user within a group, where users only need to authenticate their im-
mediate neighbor once. This improvement enhances efficiency while simultaneously

reducing computation and communication costs.

3.4 Summary

This chapter reviews existing user authentication protocols for roaming services in wire-
less and mobile environments, including the Telecare Medical Information System. Our
analysis shows that many of these protocols are insecure and have high computational

and communication overhead.
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Chapter 4

BLOCKCHAIN BASED DECENTRALIZED
AUTHENTICATION PROTOCOL FOR
MOBILITY ENVIRONMENTS

Traditional, centralized authentication models have inherent vulnerabilities. These
vulnerabilities can lead to unauthorized access, roaming fraud, identity theft, and data
breaches. A centralized system creates a single point of failure, and if compromised,
could expose a vast amount of user data. Decentralized authentication protocols, us-
ing blockchain technology, offer a significant improvement in security and privacy. By
storing crucial authentication parameters on a distributed ledger, these protocols elim-
inate the central point of attack. The tamper-proof nature of blockchain ensures data
integrity and prevents unauthorized modifications. Additionally, decentralized authen-
tication empowers users with greater control over their data. Solidity smart contracts
manage user authorization on the blockchain, fostering a transparent and secure access

control system.

In this chapter, we present Mobile-Chain, an innovative blockchain-based authen-
tication system tailored for mobility environments. Our system prioritizes safeguard-
ing user privacy and ensures robust security, including mobile user authentication, pri-
vacy, confidentiality, and integrity of the data. The proposed security framework is
executed on Ethereum blockchain, utilizing the solidity smart contract. Extensive anal-
ysis demonstrates the proposed system resilience to various attacks common in mobile

networks. Moreover, we subject the authentication framework to formal verification
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through AVISPA. Notably, performance evaluations confirm the protocol’s efficiency,
computational efficacy, and feasibility for implementation in resource-limited wireless

and mobility environments.

| Home Network (HN) | | Foreign Network (FN) |
Maobile User (MU)
s N N =" A Vil
| service request | l T| Accept/Reject

=y (cg)
\

Figure 4.1 Blockchain based mutual authentication for roaming service.

In the roaming scenario, MU, HA, and FA make up the common authentication
mechanism. After successfully registering with the Home Network, an MU can utilise

the HA’s services (HN). Foreign network administered by FA is visited by the registered

user |(Gope and Hwang| (2016b)). Mutual authentication between the entities is essential

in this case to prevent adversaries from gaining unauthorised access. Additionally, the
current authentication protocols expose highly sensitive user privacy, such as anonymity
and location information.

Figure d.1] shows a mobility environment with roaming service that uses a blockchain-
based authentication architecture. During registration, the mobile user sends a request
to their Home Agent (HA). The HA processes this request and stores the user’s regis-
tration information on a tamper-proof blockchain ledger. When a registered user roams

onto a Foreign Network, the Foreign Agent can then securely authenticate the user by
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verifying their information on the shared blockchain. This eliminates the need for a

central server and reduces the risk of unauthorized access to user data.

4.1 Motivation

Blockchain is gaining recognition from academia and research organizations, where it
is used to build secure frameworks. Its primary purpose is to ensure security, trans-
parency, and decentralization across a multitude of applications. The cryptographers
and the Industry have identified some critical issues associated with authentication and

authorization in the existing roaming scenarios, which include:

* In global mobility networks, the majority of the authentication protocols now in
use are susceptible to well-known attacks Karuppiah et al. (2017). To thwart
Replay-attacks, the authentication methods also make use of a timestamp mech-
anism. However, the network’s unpredictable delays cause the timestamp system

to fail Madhusudhan et al.| (2018)).

* Two factor authentication is used by the current mutual authentication protocols.
Passwords and smart cards are used for mobile user authentication. Password
guessing and stolen-verifier attacks can be used against these protocols|Zhao et al.

©014).

¢ The unaddressed unauthorized access to content related to mobile users is con-

sidered a significant breach of user security.

* All mobile users must authenticate with foreign agents through the home network

before they may access the required services Xu et al.[(2018]).

* Additionally, a centralised infrastructures of the current authentication systems
for mobile networks create significant problems during system failures or network

breakdowns.

As a result, the roaming service within the framework of mobility networks requires
a strong security architecture based on blockchain is established to ensure protection

against a variety of attacks.
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4.1.1 Security Requirements & Design Goals
Key factors in Design & Security Requirements for Mobile Roaming Service

» User-anonymity: For mobile nodes, traditional smart-card-based authentication
algorithms don’t provide privacy, since a malicious or compromised attacker can
disclose the user’s identity during the authentication phase. Therefore, the mobile

user’s identifying information should be kept private He et al.[(2011)).

* Untraceability and Unlinkability: The intercepted messages exchanged during
the authentication phase shouldn’t be linked, allowing the attacker to trace the
origin or location of the mobile user L1 et al.| (2013). Blockchain is pseudony-
mous in nature, therefore for the majority of its architecture, an intruder cannot

determine the identities of mobile nodes by examining transactions.

* Single registration: A single registration with the HA would be necessary for
the authentication process before the mobile users could log in. Mobile user
registration just needs to be done once to make it practical Madhusudhan and

Shashidharal (2019).

 Session key fairness: The authentication protocol should provide secure session
key establishment, where all communication entities, such as MU, FA, and HA,
participate in the session key negotiation in order to achieve secure communica-

tion Madhusudhan et al.| (2016).

» Security infrastructure: Technology like blockchain is required because, unlike
centralised systems, it prevents all information from being kept in one location.
The central server failure or single point of failure is therefore nonexistent. Ad-
ditionally, blockchain maintains data in distributed ledgers that guarantee data

integrity, secrecy, and transparency.

* Computational gain: An authentication system could be effective and lightweight
to address the mobile terminals’ resource limitations.By including important cryp-
tographic operations in the protocol architecture, computational efficiency can be

gained.
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4.1.2 Research contributions

The research contributions are as follows:

1)

2)

3)

4)

5)

6)

In this chapter, a novel Mobile-Chain that is a reliable user authentication protocol
for global mobility networks has been presented. This decentralised security ar-
chitecture guarantees mutual authentication, anonymity, and resilience to diverse

threats.

In this protocol, blockchain enhances the mutual authentication between the user
and service provider, guarding it against various network attacks such as stolen

verifier and dictionary attacks etc.

In the proposed approach, the mobile user is connected to a secure crypto wallet
to keep the authentication information provided by the HA. Because of lost or
stolen smart cards, the blockchain-based protocol protects users from password-

guessing attacks.

To demonstrate the reliability of the proposed blockchain-based authentication
system’s security, a thorough functional requirements analysis and comparison
have been conducted. The protocol specification language has also been used to

do a formal security validation.

The proposed framework is implemented on Ethereum blockchain using solidity
smart contracts. This implementation enhances safety, tamper-proof & decentral-

ization in the blockchain based mobility environment.

Significantly, a performance assessment of the proposed approach demonstrates
that the mobile chain protocol exhibits reduced computational burden when con-

trasted with existing authentication frameworks.

4.1.3 System models

We follow the Dolev-Yao threat model to describe the potentiality of the intruder and

common privacy issues encountered during mutual authentication in mobility environ-

ments. The Dolev-Yao model is a very powerful adversarial model that is generally
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Table 4.1 Advantages and Disadvantages of Current Authentication Protocols in Mo-

bility Environments.

Authors Research article Published Year | Merits Demerits
He et al. |He|| The user authentication 2010 User anonymity, single | Susceptible to meplay
[t al]{E0TT} protoecol  using  smart- megistration and compu- | attacks and clock syn-
card for mobile com- tational efficiencies. chronization problem.
M cation
Yoon el | A SECrE mutueal- 2011 Presarve privacy. | Prone to insider attacks.
al. [Yoon ef all | authentication for anomymity and  pro- | unfairness in session-
rPTJ'_]_I'r roaming in mobile vides meliable roaming | key computation.
communications SETVICES
Li et al. [Liand | A nmovel privacy- 2012 Faimess in key agree- | No local password veri-
fEﬂ_Tfl- preserving authentica- ment, forward secrecy | fication, inefficient due
tion using smart-card and resistance to imper- | to computational com-
for wireless commumni- sonation attacks plexity.
cation
Miu and Li[Lil | An enhanced mmote 2013 Local password verifi- | Susceptible to insider
[t al]{Z0T3} user authentication pro- cation and provides per- | attacks and DoS at-
tocol for roaming ser- fect forward secrecy tacks.
vice
ZFhao 2l | An anonymous aothen- 2014 Anonymity, local pass- | Susceplible to meplay
al. Zhao el all | tication protocol for the word werification and | attacks and DoS al-
(Z0TH) muobile networks no password tables tacks.
Sarvanan and | A  secure  authenti- 2015 Prowvides privacy. | Prome to  password
Mutta cation protocol  with anomymity and untrace- | guessing. stolen verifier
anomymity  in  global ability. attack and forgery
vanan|{Z0T5) muobile networks attack.
Giope and | Energy  efficient  and 2016 Provides emnergy effi- | Valnerable to [DMOS at-
Hwang [Gope| [ light weight authen- ciency and computa- | tacks and suffers from
tication protocol for tional gain clock  synchronization
{2016a) secure communications problems.
in mobility networks
Lee et al [Lesl [ A novel mutual authen- 2017 Prevents impersonation | Prone to replay attacks
[t al]{EoT7} lication protocol for attacks and smart-card | and insider attack.
roaming service in the loss attack
mobile network
Xu et al. Xul [ An  efficient mutual 2018 Secure against clock | Valnerable to Bil-
@ authentication protocol synchronization prob- | flipping and Denial of
for global mobility lem, improves perfor- | Service atlacks.
netw orks mance gain.
Madhusudhan | A secum user authenti- 2019 Secum against various | Susceptible to SQL in-
et al cation with privacy for attacks and computa- | jection and dictionary
[husudhan _and| | mobile networks. tional e fficient attacks.
(020}
ahmadi A secure session ke 20019 Attains anonymity, un- | Valnerable to imper-
at al [AR-] agreement authen- traceability and mutual | sonation and replay at-
tication in  mobility authentication tacks.
[Nikooghadam| | network  preserving
(Z0Ta) ATIONY LY.
Shashidhara Anonymous muiual au- EDI936 Resistance to DoS at- | Prone to Bit flipping
et al thentication scheme for tacks. meplay attacks | and dictionary attacks.
[Ausudhan _andl | roaming in Resource- and provides local pass-
Shashidhara| Constrained mobile de- word verification
% vices,

considered as the benchmark for assessing cryptographic algorithms. The adversary is
capable of obtaining any message that is transmitted via the network. In order to send
messages to any entity, the attacker can pose as another entity or act as a normal net-
work user so, the Dolev-Yao model is an easy-to-use framework for examining security

protocols that are frequently used in distributed systems and networks.
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In addition, we also follow the honest-but-curious (HBC) adversary model. Among all
the adversarial models, this model is the least robust.
Table outlines the advantages and disadvantages of security protocols designed

for mobile user authentication in global mobility environments for roaming services.

Network model

The authentication framework aims to establish a secure communication platform for
MU, HA, and FA over unsecured public channels in a distributed mobility network with
ubiquitous services. Within this context, all mobility entities engage in the exchange of
authentication messages across an unreliable public network, such as the Internet. Cer-
tainly, trust cannot be assumed across all communication participants within the global
mobile environments. With the proliferation of mobile subscribers in cellular and mo-
bile networks, the security risks and system complexity are notably heightened. More-
over, while the mobility network manages packet transmission and reception, it does not
inherently offer security services like authentication. Consequently, unauthorized mo-
bile users can potentially eavesdrop on,or manipulate sensitive information transmitted

over the network.
Attacker model

Let’s consider a scenario where an adversary, denoted as .27, has full control over a
public network. In this role, ./ has the capability to selectively manipulate sensitive
information exchanged between MU, HA, and FA. These actions include dropping, re-
playing, intercepting, delaying, and eavesdropping on data, all with minimal delays as
described in. Moreover, in situations involving verifier or password tables stored in a
database, intruder .2/ can potentially gain access to this information via SQL injection
type techniques such as CSS. Further, .o/ could track the user identity & location de-
tails of MU when the mutual authentication framework employs consistent parameters

across various sessions.

Further, the adversary .« will attain to extract the sensitive information from the lost/stolen

smart-cards |Li and Lee|(2012);Mun et al.|(2012).
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4.2 Blockchain-based security framework

The security framework uses PBKDF (Parallel Blockchain Key Derivation Function)
as the key derivation protocol which simplifies and improves the performance of the
roaming process in the mobility networks |[Lee and Mal (2020). The proposed authen-
tication protocol will be implemented using the Ethereum blockchain. Currently, the
Ethereum network uses Proof-of-Stake (PoS) as a consensus algorithm. In this network
model, base stations will acts as validators to verify the transactions. The mobile user
terminal associated with an Ethereum wallet (Similar to MetaMask), which generates a
public-private key-pair for the mobile user.

Before the authentication system starts, FA and HA establishes a common Secret-key
using a dynamic Diffie-Hellman key exchange mechanism. In the initial phase, HA
will act as an authentication server and distribute the genesis block to all base stations.

In addition, HA collects the public keys and acts as a key distribution center. Further,

Table 4.2 Crypto notations used in this chapter

Notation Description

MU .HA FA Mobile User, Home Agent, & Foreign Agent
[Dy 1Dy IDg | Identity of MU, FA, HA

PWy User Password

Ska FA's shared secret-key

St HA’s private-key

(E/D)g Encryption/decryption using K
Cyr Counter variable

h.) Hash algorithm

SK Session-key

| Concatenation

o Attacker

2= Exclusive-OR

the mobile user attaches to the base station and receives its genesis block. In return,

the mobile user provides the timestamp, random string, and it’s public key to the base
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station. Eventually, the source base station broadcast MU’s information to all other
base stations in the network for possible authentication during the roaming process.
Regarding mutual authentication, the proposed protocol encompasses three key phases:
1) Registration 2) Mutual Authentication and finally 3) Password Change Phase. Table

4.2 provides a list of the system’s mathematical and cryptographic notations.

4.2.1 Proposed Registration Phase

Table 4.3 Registration phase of the proposed protocol

Mobile User Home Agent

Choose IDyy, PWyr, Nayg
Computes:Ry = h(IDp||Nyg)

R1 = {h(IDy| |1'\*'M)}

Hyr = h(Ry||Sha)
Initialize Cay =0
HA stores {R,Cy}
on Blockchain

Ry = {Hm.Cm.h(.)}

MU selects a password PWjy
Computes: Mp = h(IDy||PWpg||Nuyr)
MU stores {Hys, Mp,Cyy, Ny } on wallet

Table shows the registration phase of the mobile user to get registration param-

eters from the home agent.

4.2.2 Proposed Login and Authentication Phase

In this scenario, an MU moves into other networks to access the services they require.
Here, mutual authentication occurs involving an MU, FA, and HA. Furthermore, the

protocol employs a dynamic DH mechanism to establish the shared secret key between
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Foreign Agent & Home Agent. Login and mutual authentication procedure is summa-

rized in Table &.4]

Table 4.4 Proposed mutual authentication and session-key negotiation phase

| Mobhile User Foreign A gent Home Agent |
Generate Ry

M = I(IDys||Nag) 60 Rt
Mg = h({Hy||Crr) &5 Ry

M, = {M_J, ADy Mg

Generate Rr
Fy = h(My||Sg4) & Rp
Fg =h(F||Sks)

My = {ID .y, Fs. Ms)

Sga = h{IDg||Sp4 )

Fj = h(Fs||Sea); Fy = Fa
Hy =h(R,||Sga)

R3 = h(Hy||Cy) &My
M} = h(Ri) &Ry

Mjy = h(H3|Cu) & Riy: My = Mg
Rp = h(M{[|Sgs) & Fy

Hy = h(IDy [[M]|Sk4)
Hy = h(Hy||IDF|[Cy)

He = h(IDg||Ry;) b Rp
Update Cyy = Cyr + 1

M3 = {H; Hg H}

H;; = h(IDy||M5||Sk): Hj =H,
SK = h(My||Rg||IDy )

Ms = {Hp.Hc}

Hy; = h(Hy ||[ID¢||Cy): Hy = Hg
Rr = h(IDy||Rm) 2 He
SK = h(M,||Rr||IDy); Update Cyy = Cyy + 1

4.2.3 Mobile User Password change phase

In this process, a registered mobile user with authorized access can locally update their

default password. The password renewal phase consists of the following steps:

S1: An enrolled mobile user inputs their identity, denoted as IDj;, and their corre-

sponding password, indicated as PWjy, via the user interface.
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S2: The device performs a computation, producing the value M, by combining the
elements /Dy, PWy, and Ny as follows: Mp = h(IDy||PWas||Na). It then proceeds
to compare My, with Mp. If the comparison yields a mismatch, the password renewal
phase is immediately terminated. Conversely, if the two values match, the local
password verification is deemed successful, ensuring the legitimacy of the mobile

user.

S3: Subsequently, the mobile user enters their new password denoted as PWV¥M, and
the device performs a computation to determine a new value, MPY, using the for-

mula: MY = h(IDy||PWNM||NM).

Finally, the device updates the value of Mp with the newly computed MY. In con-

clusion, the mobile user retains the following parameters: HM,MII.Y ,Cym,Nyp.

4.3 Security analysis

A comprehensive security analysis has been outlined. An attacker denoted as <7 en-
deavors to compromise the security protocol by exploiting the information exposed
during communication between HA, FA & MU. However,&/ remains unsuccessful
in accessing and taking control of the proposed security framework. Ultimately, the
blockchain protocol prevents various network attacks and fulfills all criteria in mobile

networks.

4.3.1 Withstand replay attacks

Within the Mobile-Chain system, an efficient counter-based strategy is utilized to ef-
fectively counteract replay attacks. In the event of an intrusion where an unauthorized
party attempts to replay a previous message, the Home Agent (HA) detects this security
breach by accessing the blockchain and analyzing the original counter value Cy; linked
to the mobile user. Consequently, this system ensures a robust defense against replay

attacks.
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4.3.2 Prevention of DoS attack

To guard against Denial of Service (DoS) attacks, the implemented system features
local password verification. In this process, the Mobile User (MU) device calculates
M}, = h(IDy||PWy||Ny) and checks if it matches M} ~ Mp locally at the client side.
If the verification fails, the protocol immediately denies access to the system and ter-
minates the authentication procedure. This design ensures swift detection of incorrect
credentials, effectively minimizing additional communication and computational over-

head.

4.3.3 Clock Synchronization Problem

The Mobile-Chain system, as put forward, employs counters denoted as Cy in place
of timestamps as a defense mechanism against replay attacks. This approach necessi-
tates the presence of additional clocks at the Home Agent (HA), Foreign Agent (FA),
and Mobile User (MU). Timestamp-based authentication protocols are susceptible to
replay attacks due to the unpredictable transmission delays inherent in global mobility
networks, which can result from node failures or network partitions.

In the proposed protocol, the counter value is systematically incremented based on

the mobile user’s interactions with the home agent.

4.4 Implementation of the proposed authentication protocol

The proposed protocol (Mobile-chain) is implemented using the Ethereum blockchain.
One of the most widely used blockchain platforms for developing decentralised appli-
cations and smart contract solutions is Ethereum. It supports Layer 2 solutions which
are crucial because they support scalability and higher throughput without compromis-
ing the Ethereum blockchain’s integrity, enabling total decentralisation, transparency,
and security. In addition, the ethereum is open-source with huge community support
and supports for interoperability. Besides, this platform ensures privacy using zero-
knowledge proofs.

The smart contracts for registration and authentication phases are written in solidity,

compiled using Remix, and deployed to the Ethereum making use of Ganache.
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The core components of the proposed system primarily comprises two key phases:
registration and user authentication. In the registration phase, a mobile network ad-
ministrator registers the system on a decentralized blockchain by assigning it a system
identification number S/D. Subsequently, the blockchain system undertakes the verifi-
cation of the uniqueness of the Service Identifier (S/D) and proceeds to create a new
block using a smart contract. Following a successful registration, the blockchain system
generates a certificate for the mobility network. This is achieved through the use of its
private key denoted as Epg(SID).

After the certificate is encrypted using the network administrator’s public key (Cs =
Epy (Epgr(SID))), the system proceeds to transmit it to the network administrator. The
network administrator, in turn, decrypts the certificate (Cs) using the corresponding
private key and subsequently disseminates it to all other mobility entities, including the
Mobile User (MU), Home Agent (HA), and Foreign Agent (FA).

Algorithm 1 provides an outline of the smart contract utilized for the registration of

mobility systems within the blockchain.

Algorithm 1 Smart contract for the mobility system registration

SID registered with blockchain Global parameters: sys: Object BC: Blockchain
/lcheck for SID on blockchain (SID — exists(sys.id, BC) = true) SID already exists
on blockchain return error() register — SID(BC, sys.id)

Upon receiving the certificate (Cg) from the network administrator, mobile devices
such as the Mobile User (MU), Foreign Agent (FA), and Home Agent (HA) each gen-
erate a unique certificate known as an access token. These access tokens incorporate
essential information, including the network identifier (S/D) provided by the adminis-
trator, as well as device identifiers (IDys, IDy, and IDFp).

In this context, the smart contract undertakes the validation of the system identifier
(SID). If the comparison process proves successful, it assures the system’s legitimacy.
Subsequently, the smart contract permits the devices to complete their registration with
the blockchain. Ultimately, a block is created to map the relationship between the

system ID (SID) and the device ID (EID). A new certificate, referred to as an "Auth-
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pragma solidity 10.6.8;
/*Creating a Smart Contract for Mobility-Chain*/
contract Mobile_chain{
struct Home_agent
{
int ID_HA;
string S_HA;
string R1;
int CM;
. string HM;
-}
. Home_agent [] HA;
. /*insert MU registration details on Blockchain*/
. function insert_Home_agent( int ID_HA, string memory
. S_HA, string memory R1, string memory HM, int CM) public
- {
. Home_agent memory Block=Home_agent(ID_HA, S_HA, R1, CM, HM);
. HA push(Block);
.}
. /*retrieve authentication parameters*/
. function retrieve_Home_agent(int ID_HA) public view
. returns(string memory, string memory, string memory)
St
. uint i;
. for(i=0;i<HA.length;i++)
- {
27. Home_agent memory Block=HA[i];
28. // Searching for HA's details in Blockchain
29. if(Block.ID_HA==ID_HA)
30. {
31. return(Block.S_HA, Block.R1, Block.HM);
&V, §
2B )
34. /*If details not exists in the Blockchain*/
35. return("Not Found");
36. }
&7 })
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Figure 4.2 Smart Contracts in Solidity: Secure Storage and Retrieval of Authentication
Data on the blockchain.

pass," is then distributed to the devices for future authentication purposes.

Devices such as the Home Agent (HA), Foreign Agent (FA), and Mobile User (MU)
have the capability to securely store and retrieve their authentication parameters on the
blockchain utilizing the "Auth-Pass" issued during the device registration phase. A
smart contract embedded within the blockchain initiates transactions and assesses the
legitimacy of devices based on the presence of SID,EID in the "Auth-Pass". When
the validation process is successful, the device gains permission to execute storage, re-
trieval, and update operations within the decentralized network. In the event that the
validation fails, the authentication protocol with the blockchain is promptly terminated.
During registration, the mobile user sends a request to their Home Agent (HA). The
HA processes this and stores the user’s registration information on a tamper-proof

blockchain ledger. A secure smart contract, programmed in Solidity as shown in 4.2}
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facilitates the storage and retrieval of these authentication parameters on the blockchain.
When a registered user roams onto a Foreign Network, the Foreign Agent can then se-
curely authenticate the user by verifying their information through this shared blockchain,
eliminating the need for a central server and mitigating the risk of unauthorized access
to user data. The smart contract, responsible for the storage and retrieval of authentica-

tion parameters from the blockchain using Solidity programming, is depicted in Figure.

The proposed smart contract, authored in Solidity, is compiled using Remix to ob-
tain the Ethereum Virtual Machine (EVM) bytecode. Subsequently, the contract is de-
ployed onto the Ethereum blockchain network with the assistance of MetaMask. This
interaction between Remix and MetaMask is facilitated through web injection. Addi-
tionally, the proposed protocol features a user interface designed to verify the trans-
actions recorded during the mobile user authentication process. This verification is

performed within a personal blockchain network referred to as "Ganache."

4.5 Formal security analysis: simulation study

The system undergoes a formal verification process using the AVISPA tool. This tool is
designed with the aim of creating an extensive language for the specification of threat
models. In addition, AVISPA serves as a valuable resource for security organizations
by enabling the detection of vulnerabilities within authentication protocols.

To commence the process, the Mobile User (MU) first acquires a start signal during
the transition phase, resulting in a change in the state of MU from O to 1. The variable
"State" serves as a crucial element in the High-Level Protocol Specification Language

(HLPSL) for preserving the current state value.

The mobile user initiates a request denoted as R1 to the Home Agent (HA) for regis-
tration, signaling this request using the SND() method. As a response, the mobile user

receives a set of authentication parameters, including Hm,Cys,H(.), from the Home
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%MU specification in HLPSL:

role Mobile_user (MU, HA, FA: Agent,
Snd, Rev: channel(dy))

PK: private key, SK: session key

H: hash_operation; played-by MU

local State: nat,

IDh, IDf, IDm, Nm, Rf’, Mp, Cm,

PWm, Hm, R1, Sha: text,

Ma, Mb, Hb, Rm’, Hc: text,

const fa_ha_rf’, mu_fa_rm’,

init State :=0

pl, p2, p3, p4 : protocol id

transition

% MU registration with HA

State: = 0 /\ Rcv(start) =|>

% Send registration request to HA

State': =1 /\ Nm’:= new() /\ R1":= H(IDm.Nm')
/A Snd({R1'}_PK)/\ secret(IDm, p1, {MU, HA})
/\ secret(Nm', p2, MU)

% Receive registration response from HA
State: = 1 /\ Rev({H(R1.Sha).Cm.H}_PK)
=|> State': = 2 /\ secret(Sha, p3, HA)

% Login and authentication phase
/ARmM': = new() /A Ma": = {H(IDm'.Nm')}.xor Rm'
/A Mb'": = H(Hm'.Cm').xor Rm’

% Send authentication request to FA

/\ Snd(Ma'.Mb'.IDh)

/\ witness (MU, FA, mu_fa_rm, Rm’)

% Authentication response from FA
State:= 2 /\ Rev((H(Hm’.IDf.Cm’)).
H(ldh.Rm’).xor Rf')=|>

% Compute session-key

State":= 6 /\ SK":= H(Ma’.Rf"..IDh)
/\secret(SK', p3, {MU, FA})

end role

% Home Agent Specification in HLPSL

role Home_agent (MU, HA, FA: agent,

Sha: HA’s secret-key, Sfa: FA’s secret key
Snd, Rev: channel(dy)), H: hash_operation,
played_by HA

local State : nat,

R1, Cm, Hm, IDh, IDf, Nm’,Rf,

Rm’, Ma, Mb, Fa, Fb, Ha, Hb, Hc: text,
const fa_ha_rf, mu_fa_rm, ha_fa_rf,

init State: = 0; p1, p2, p3, p4, p5 : protocol-id
% HA receives registration request from MU.
transition

State = 0 /\ Rev({H(IDm.Nm')} SK) =|>
State’ := 3 /\ secret(IDm, p1, {HA, MU})

/\ secret(Hm', Cm p2, {MU, HA})

% Send registration response

/\ Hm":= H((IDm.Nm").Sha)

/\ Snd({Hm'.Cm’}_Sha)/\ secret(Sha, p3, HA)
% Receive authentication request M2
State = 3 /\ Rev(IDf.(H(Ma.Sfa). xor Rf'".
h(Fa.Sfa).H((Hm’.Cm’). xor Rm’))=|>

State' := 5 /\ secret(Sfa, p4, FA)

% Send authentication response M3
/ARm':=H(Hm'.Cm').xor Mb’

/\ Rf' =H(Ma’.Sfa). xor Fa

/\ Ha’=H(IDh.Mb’.Sfa)/\Hb’=H(Hm’.IDf.Cm’)
/\Hc’=(H(IDh.Rm’). xor Rf’)

/\ Snd(Ha'.Hb'.Hc')/\ secret(Sha, p5, HA)

/\ secret(Rm', Cm, {MU, HA})

/\ secret(Rf', Sfa, {FA, HA})

/\ request(MU, HA, mu_ha_idm, IDM)

/\ request(FA, HA, fa_ha_idf, IDF)

/\ witness (MU, HA, mu_ha_rm, RM')

/\ witness (FA, HA, fa_ha_rf, RF')

end role

Figure 4.3 Mobile user and home agent HLPSL specification.
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%Foreign Agent Specification in HLPSL

role Foreign_agent (MU, HA, FA: agent,
Send, Recv: channel(dy))

Sfa: secret key, H: hash_operation,
Played-by FA, local State: nat,

IDh, IDf, Ma, Mb, Hm, Fa, Fb, Ha,

Hb, Hc, SK, Sha, Cm, Nm: text,

pl, p2, p3, p4, p5: protocol-id

const fa_ha_rf, mu_fa_rm,

init State:=0

%Receive authentication response from MU
transition

State = 0 /\ Rcv((H(IDm'.Nm').xor Rm').
(H(Hm'.Cm’).xor Rm').IDh) =|>

State': = 1 /\ secret(Rm', p2, MU)
/\secret(IDm, p1, {MU, HA})

/\ secret(Sha, p3, HA)

% Forwards authentication request M2
/\RF' := new()/\ Fa' := H((Ma'.Sfa').xor)

/\ Fb’=h(Fa.Sfa)

/\ Snd(IDf.Fa'.Fb’.H((Hm'.Cm').xor Rm'))

/\ secret(Sfa, p4, FA)

/\ witness (HA, FA, ha_fa_idf, IDf)

/\ witness (FA, HA, fa_ha_rf, Rf')

% Receive Authentication response M3
State = 2 /\ Rev(H(IDm. H({(Hm'.Cm').xor Rm").
Sfa’).H(IDf".Hm'.Cm’).H((IDh.Rm’).xor Rf'))=|>
State := 3 /\ secret(Sha, p5, HA)

/A SK':= ((H(IDm’.Nm’).xor Rm’).Rf’.IDh)

/\ secret(SK', p3, {MU, FA})

% Send Authentication response M4

/\ Snd(H(IDf'.Hm’.Cm’).H((IDh.Rm’).xor Rf'))
/\ request(FA, HA, fa_ha_rf, Rf’)

/\ secret(SK', p3, {MU, FA})

end role

% Role and goal specification in HLPSL

role session (HA, FA, MU : agent,

SK: session key, H: hash func)

def=local P1, P2, P3, R1, R2, R3 : channel (dy)
composition

Mobile_user (MU, HA, FA, SK, H, P1, R1)

/\ Home_agent (MU, HA, FA, SK, H, P2, R2)

/\ Foreign_agent (MU, HA, FA, H, P3, R3)

end role

role environment ()

def= const ha, fa, mu: agent,

h: hash_operation,

IDh, IDf, Cm, Hm, Rm, Rf : text,

SK: session key,

mu_fa Rm, fa_ha Rf: protocol-id,

pl, p2, p3, p4, p5: proto-id
Intruder_knowledge={mu, ha, fa, h, IDh, IDf, Hm}
composition

session(mu, ha, fa, SK, h)/\ session(i, ha, fa, SK, h)
/\ session(mu, i, fa, SK, h)/\ session(mu, ha, i, SK, h)
end role

goal

secrecy_of p1

secrecy_of p2

secrecy_of p3

secrecy_of p4

authentication_on fa_ha Rf

authentication_on mu_fu Rm

end goal

environment ()

Figure 4.4 Formal HLPSL Specification: Foreign Agent, Sessions, Environment, &

Goals.
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Figure 4.6 Message flow for an MU & HA communication utilising SPAN.

Agent through the use of the RCV () method. Simultaneously, the mobile device gener-

ates a random nonce called Ry, to ensure the freshness of the message. Subsequently, it
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composes and sends an authentication request M| = IDy, My, Mp to the Foreign Agent
(FA) via the public network.

The Foreign Agent (FA) then returns the authentication response M4 = Hp, Hc to the
mobile user. Finally, the Mobile User computes the session key, which represents the

shared secret between the Home Agent and the Mobile User.

The HLPSL role specification for the Mobile User is visually depicted in Figure d.3]
In the HLPSL language, a role system defines the fundamental roles, principals, and the
finite number of sessions involved in authentication protocols. Key data types utilized
in HLPSL include: const, text, symmetriciey,agent, publiciey,nat. These basic types

facilitate the establishment of communication between the involved parties.

The communication entities within the proposed system are described in High-
Level Protocol Specification Language (HLPSL) as: Mobile_user, Home_Agent, and
Foreign_Agent. Each of these entities plays distinct roles within a session, environment,
and is guided by specific security goals. The declaration statement, as exemplified by

played_by MU, signifies the role of the Mobile User in the HLPSL process.

Transitions are denoted in the form of X = | > Y, where event X is emitted, and ac-
tivity Y is executed according to the composition rules. The property authentication_on
outlines the prerequisites for the authentication process. Additionally, the goal prop-
erty secrecy_of SK specifies the requirement that the variable SK remains confidential
throughout communication, with a particular focus on assessing the extent of knowl-

edge accessible to potential intruders.

The HLPSL specification encompasses both registration and authentication scenar-
ios within the security system. For instance, the statement (IDM, pl,{MU,HA}) de-
notes that the variable 1Dy, is exclusively known to the Mobile User (MU) and Home
Agent (HA), identified by the protocol identifier p1. The Home Agent validates the Mo-
bile User based on the parameters {Hys,Cy}, while simultaneously, the Mobile User
assesses the legitimacy of the Home Agent using a freshly generated random nonce

represented by Mp.
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Furthermore, the property witness(MU, FA, mu_ha_rm,RM’) serves as a means to
provide evidence to the Foreign Agent (FA) through the presentation of a newly gener-
ated random nonce, denoted as Ry, during each authentication session initiated by the

Mobile User.

HLPSL role specifications for the Home Agent (HA) and the Foreign Agent (FA)
are presented in Figures [4.3] and {.4] respectively. These role specifications facilitate
mutual authentication between the Foreign Agent (FA) and Home Agent (HA) through
the utilization of variables IDr, Rr. Similarly, mutual authentication between the Home

Agent (HA) and Foreign Agent (FA) is achieved via the variables R, Hy.

Furthermore, within this security system, confidentiality of services encompassing
IDy;, Ny, Nr, SK is ensured through secret properties that are linked with different pro-

tocol entities.

The HLPSL role specification for sessions, environment, and security goals, as
demonstrated in Figure highlights the composition of sessions consisting of MU,
HA, and FA roles. The environment in which the security framework is assessed is
defined with consideration for the intruder’s knowledge (intruderinowledge), while se-

curity goals and requirements are detailed within the goal specification.

The proposed system is represented as a composition of four distinct sessions, in-
volving various players, including communication entities and the intruder, i, MU, FA, HA.
Similarly, the player configurations in the second, third, and fourth sessions are MU ,i, FA,HA,

MU, FA,i,HA, and MU,HA, FA,i, respectively.

The HLPSL roles assigned to MU, HA, and FA are executed within the AVISPA
tool, utilizing the ATtack SEarcher (ATSE) backend. The security protocol’s outcome,
as revealed in Figure [4.5] confirms that the proposed authentication system is resilient
against attacks and aligns with all the specified security requirements in wireless envi-

ronments.

The summary includes essential details such as test vectors, criteria for determining

the security framework’s safety or vulnerability, the number of visited nodes, the depth
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of attack search, and the time taken, all of which are illustrated in Figure 4.5 Addition-
ally, the AVISPA Output Format (OF) displays the protocol’s name, the goals it aims to

achieve, and back-end implementation details.

Table 4.5 Comparison of the security requirements and functionalities.

Functional & security requirements | Protocol Karuppiah and Saravanan [2015) | Protocol| Reddy et al [ 2016 | ProtocolXu et al. [2018] | Protocol Shashidhara et al.12020] | Proposed
Mutual authentication ¥ v ' v /
Mobile user privacy I * ¥ ¥

Prevents insider attack % x v v

Withstand SQL Injection x * B .

Withstand impersonation attacks ® * * v

Resilience to bit-flipping attack x x x .

Withstand siolen-ve X X v v

prevent password-guessing attacks x v ¥ ¥

Prevent replay altacks 7 v v x

Consensus mechanisms X X % X

Perfect-forward secrecy v x x v

Anonymity and untraceability ® x v v

Fair session-key negotiation / x v

Secunity agamst DoS attacks x v v

Clock-synchronization problem ® X B v

Decentralization X x X x

Laocal password verification / / ¥ v

Table 4.6 Comparison of the security requirements and functionalities.

| Notation | Primitive used | Algorithm | Execution-time (S) |
Ty Hash function Secure Hash Algorithm-256 0.0005
Tasym Asymmetric system Elliptic Curve Integrated Encryption 0.0172
Ty Modular exponentiation Diffie-Hellman key exchange 0.522
Tsym Symmetric cryptosystem | Advanced Encryption Algorithm 0.0087
Tp Point multiplication Elliptic-curve cryptosystem 0.763

The proposed security protocol is brought to life through the use of a tool known as
Security Protocol Animator (SPAN). SPAN operates interactively to construct Message
Sequence Charts (MSC) for the specified protocol, enabling users to visualize the trace
of activities involving the Mobile User (MU), Foreign Agent (FA), and Home Agent
(HA) as defined in HLPSL. Within SPAN, there is an "intruder mode" that enables the
interactive creation of attacks and provides users with a visual representation of these
attacks. Moreover, SPAN maintains an execution trace corresponding to the protocol’s
operation, permitting simulations of attacks when any vulnerabilities are encountered in
the authentication protocol. A message sequence chart for interactions between mobile
users and servers, considering the intruder’s knowledge of the system, is presented in

Figure 4.6] This chart confirms that the protocol successfully safeguards secret keys
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Table 4.7 Performance analysis

Computation | Protocol Xu et al {2018 | Protocol| Karuppiah and Saravanan (2015} | Protocol Sh aetal 12020} | Protocol Reddy et al (2016 | Proposed
MU Tn Rl + 3y &l 107y + 31p 5Ty
FA 4Ty Ty 4Ty STy +2Tp 4Ty
HA 9T + 2pm BTy + Tu + 3ym 1074 + Tm Ty +2Tp 10Tk
Total 20Ti + 2Tgym 197y + 47w + 35w 207 + Toym 220y +7Tp 19Tk

Time (sec) 0.0274 2.524 00187 5353 00095

Table 4.8 Analysis of cryptographic operations

"‘---.h_____ Protecol | Protocol Xu et al. {2018} | Protocol|Karuppiah and Saravanan § 2013} | Protocol|Shashidhara et al (2020] | Protocol Reddy et al. {2016] | Proposed

Shas —

e i H ED H [ED|E M H ED H P H [ ED

Registration 3 1 5 1 {0 1] 4 1 5 1 3 1

Login & Auc 20 2 2403 |3 1 20 1 2 0] 1

Password change 4 ] wloj|o ] 4 (1] [ 0 2 (1]

No of operations n 3 |4 [3 1 28 2 33 ] 4| 12

and prevents their disclosure.
M: Modular operation; E/D: Encryption and Decryption; H: Hash function; P: Point

multiplication; E: Exponentiation.

4.6 Performance Analysis

The Blockchain-based authentication protocol put forth in this study is subjected to a
comparative analysis against well-established, as well as recently introduced, authen-
tication systems found in existing literature. This evaluation is aimed at assessing the
protocol’s efficacy in enabling roaming services within mobile environments. Sub-
sequently, A variety of approaches have been used to assess the communication and

computing complexity of the proposed protocol.

4.6.1 Security properties comparison

Here, functionalities and security requirements of the proposed security framework are
compared with the relevant authentication schemes |[Karuppiah and Saravanan| (2015);
Xu et al. (2018)); [Shashidhara et al.| (2020); Reddy et al. (2016). A newly proposed
protocol is developed to meet all the requirements in mobile environments with ro-

bust resistance to attacks. Table [6.1]illustrates the functional and properties of security
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that the proposed system enhances. Clearly, the protocol is constructed on a decen-
tralized network architecture, ensuring security among MU, HA, and FA. Furthermore,
the blockchain-based protocol safeguards against a variety of attacks in global mobile

environments.

Table 4.9 Analysis of the communication cost (bits)

Phase Protocol Xu et al. (2018] | Protocol Karuppiah and Saravanan (2015) | Protocol Shashidhara et al. (2020} | Protocol Reddy et al (2016) | Proposed
Registration 640 1120 640 960 6d0

Login 800 800 480 800 480

Authentication 2560 2400 1440 1760 1440

Total (hits) 4000 4320 2560 3520 2560

4.6.2 Performance evaluation

Indeed, it is an established reality that devices operating within mobile and wireless en-
vironments typically possess limited computational resources. Indeed, the devices are
constrained by minimal computing capabilities, including low power, bandwidth, mem-
ory, and processing capacity. Therefore, it becomes imperative to create a lightweight
and energy-efficient mutual authentication system that upholds user privacy and secu-
rity in both mobile and wireless environments.

A mobile network security protocol’s performance and efficiency depend on its com-
munication cost, which is the number of messages exchanged between an MU, HA, and
FA. Moreover, secure authentication system design considers both communication and

computational costs, which are affected by the choice of cryptographic algorithms.

The parallel blockchain key derivation function enables base station transceivers
to precompute the handover key in anticipation of the handover mechanism activation
by the trigger. In the roaming process, the mobile user derives a handover key and
then validates it against a matching key with a destination station. Thus, the roaming
process with the blockchain improves the performance of the handover process in the
mobility network as compared to the current LTE system Lee and Ma (2020). However,
the blockchain system performance in the mobility network depends on the probabil-

ity of adding the block to the chain, and the number of blocks exchanged during the
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roaming process. The average block time is approximately 10 seconds in the Ethereum
blockchain network |Kim| (2019). A large number of blocks in the network incurs com-
petition for the communication channel, which results in a lower packet delivery ratio.
Eventually, it decreases the probability of a successful block exchange between MU,
FA, and HA. Nevertheless, this issue could be addressed using the PB-KDF mechanism

in the system-initialization phase Lee and Ma/ (2020).

Significantly, numerous cryptographic algorithms were simulated on a smartphone
to assess the protocol performance within the constraints of limited resource in mobile
environments. A Smartphone operating on the Android system features an advanced
RISC machines Cortex-A8 processor. The simulation is conducted at a frequency level
of 0.72 GHz. Various cryptographic systems were implemented through an object-
oriented programming language utilizing Multiprecision Integer and Rational Arith-
metic C++ Library (MIRACL), a library primarily designed for securing mobile devices
and other embedded devices with smart capabilities. The hash computation is notably
carried out using SHA-256, which is recognized for its security compared to other hash
functions. A summary of various cryptographic algorithms is presented in Table [5.6]
The execution time of various authentication protocols are shown in Table The au-
thentication and SK negotiation protocol is executed more frequently than other phases

because it provides a single registration for the MU.

Table shows that the mutual authentication framework completes the entire au-
thentication and session key establishment process in 0.0095 seconds. Whereas, other
protocols in the literature Xu et al.|(2018); Karuppiah and Saravanan| (2015); Shashid-
hara et al.| (2020); Reddy et al.| (2016) takes more computation time than the proposed
protocol. Table 4.8 compares the computation overhead of cryptographic functions
used in registration, authentication, and password changes. The proposed protocol
uses lightweight ciphers like hash functions and private key cryptosystems, making

it lightweight, efficient, and implementable in resource-limited mobile networks.

The communication cost (bits) of this security protocol and the relevant security

protocols Xu et al.| (2018)); Karuppiah and Saravanan| (2015)); [Shashidhara et al.| (2020);
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Reddy et al| (2016) for the mobility networks are outlined in Table [5.8]

Communication overhead
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Protocol[7] B Lcgin
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g
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Communication cost (bits)

Figure 4.7 Comparison of the communication overhead

To assess the communication cost of the authentication protocols, a secure hash
algorithm with a 160-bit length was utilized. Various components within the system,
such as the counter value Cyy, timestamps, user data, and random numbers Ry;, Rr, Ny,
all had a fixed length of 160 bits. Moreover, the length of modular exponentiation
and elliptic curve point multiplication operations were assumed to be 320 bits each.
Specifically, the registration request R| = h(ID||N)s and the response Ry = Hyr,Ciy, hi(.)
in the proposed security protocol collectively required (160+160+160+160)=640 bits.
Similarly, a login message M| = My,IDy,Mp was composed of (160+160+160)=480
bits, while the authentication request M, = IDp, Fy, Fp,Mp from the Foreign Agent ne-
cessitated (160+160+160+160)=640 bits. Consequently, the authentication response
M3 = Hy,Hp,Hc from the Home Agent and the session key (SK) negotiation message
My = Hy,Hp from the Foreign Agent jointly comprised (480+320)=800 bits. In sum-
mary, the proposed system framework was designed to function with a total data size of

(640+480+640+800)=2560 bits. The communication complexity of this security system

55



and the relevant mutual authentication protocols | Xu et al. (2018)); Karuppiah and Sara-
vanan! (2015)); Shashidhara et al.[(2020); Reddy et al.|(2016) are compared and depicted
in Figure Clearly, the Mobile-Chain mutual authentication framework exhibits min-
imal communication overhead. This is reflected in its reduced in number of messages
exchange & communication bits. Consequently, the mutual authentication framework
in blockchain significantly improves both communication and computational efficien-

cies.

4.7 Summary

In the conclusion, An innovative blockchain-based mutual authentication system frame-
work is introduced for mobility environments, characterized by attributes such as im-
mutability, decentralization, peer-to-peer network architecture, and distribution. This
security solution ensures user anonymity and robust protection against various attacks.
Furthermore, formal security verification and validation are carried out using AVISPA
with the HLPSL language. Subsequently, the proposed blockchain-based framework is
implemented through platform known as Ethereum , employing smart-contract devel-
oped using the program language called Solidity. As a result, the performance analysis
shows that the framework meets all functional and security requirements for mobility
environments.

Further, the protocol is lightweight, efficient, possesses less communication and com-
putational overhead as compare to the recent mutual authentication systems in Xu et al.
(2018); [Karuppiah and Saravanan (2015); Shashidhara et al. (2020); Reddy et al. (2016)

to provide a roaming service in the mobility environments.
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Chapter 5

A SECURE BLOCKCHAIN-BASED
AUTHENTICATION FOR TMIS USING
SMART CONTRACTS

Data interoperability in health-care is a problem that has yet to be solved. The key
question is how to accomplish data confidentiality, data integrity, user anonymity, drug
traceability, and data misuse in the health-care industry, including detecting fake drugs.
Blockchain technology combined with smart contracts (Chain code) provides a novel
technique to securely store patient medical records. Patients will have more control
over their information thanks to Blockchain, and health providers, such as hospitals,
will have access to patient medical records held by others. Furthermore, Blockchain in
healthcare allows users to check the accuracy of patient health information, drug trace-
ability, conduct immutable medical audits, and maintain data security. In this article,
we design a secure decentralized authentication framework for Telecare Medical Infor-
mation System (TIMS) using Blockchain (TMIS-Chain). Smart contracts written in the
Solidity programming language are used to create the proposed decentralised system.
Consequently, the healthcare contracts are compiled using Remix and deployed to the

personal Blockchain network Indushree and Raj| (2023)).
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Figure 5.1 Blockchain-based authentication for TMIS

5.1 Motivation

The conventional patient record sharing systems have several drawbacks like data in-
teroperability, availability of essential data to physicians, restricted patients’ access to
their medical information, and ultimately, user privacy, data integrity, and drug trace-
ability are major issues. In addition, health information stored and accessed through

conventional TMIS can easily be modified with fraudulent intent [Amin et al. (2018).

Nevertheless, health related information can be lost due to natural disasters or tamper-
ing. Placing patient health information in the medical Blockchain system could fix these

flaws.

* The information kept on the distributed ledger could be read by anyone. In view
of the fact that the transactions on the Blockchain network can never be modified

or deleted.

* Blockchain is implemented in a decentralised network, which means that no sin-

gle party has control over or ownership over Blockchain This makes the system
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robust against failures.

* The information present in the transaction is public to everybody on the blockchain
network, but it does not mean that the information present in the ledger is read-
able. This technology replaces names with identifiers known as pseudo anonymity.
Blockchain employs Public Key Infrastructure (PKI) to encrypt the contents of

the ledger in a secure manner.

5.1.1 Security requirements in TIMS

In the TMIS environment, the authentication framework should satisfy:

R1 Integrity: Healthcare systems require a high level of integrity. Messages ex-
changed over the network must not be modified, and the consistency and reliabil-
ity of data in cloud services must be maintained throughout their existence. As a

result, only authorised people should be permitted access to such applications.

R2 User Privacy: The adversary ./ does not identify the patient or doctor from
authentication sessions, nor does it link authentication sessions that are associated

with the same party Indushree et al.| (2022).

R3 Mutual Authentication: Mutual authentication entails both parties submitting cer-
tification requirements for the other. This criterion is critical in avoiding spoofing

entities from attacking systems.

R4 Scalability: In healthcare, it refers to the ability to ensure that the size of a system
has no bearing on its efficiency. For example, if the user base’s resource usage
skyrockets, the time needed for the successful service operations like authentica-

tion must remain unaffected.

R5 Robustness against threats: Even if the adversary has access to all of the infor-
mation contained on the smart-card, the Blockchain-based authentication archi-

tecture should withstand several attacks.
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R6 Availability: The term "availability" refers to the capacity for lawful users to ac-

5.2

cess resources as needed. To guarantee strong authentication, a healthcare system

must be able to withstand denial-of-service (DoS) attacks.

Research contributions

The following are the contributions to this article:

5.3

We designed a secure, decentralised authentication framework for the TIMS us-
ing Blockchain. Patients, doctors and medical servers can securely authenti-
cate and access health records using the proposed decentralised application using

Blockchain.

Smart contracts written in the Solidity programming language are used to create
the proposed decentralised system. In addition, the solidity contracts are com-

piled using Remix and deployed to the personal Ethereum Blockchain network.

Through informal security analysis, we proved that the proposed security frame-

work resists various attacks and satisfies all design goals in the healthcare system.

Finally, a rigorous performance evaluation is carried out to measure the compu-
tational and communication overhead of the proposed system and other relevant
authentication protocols. The results show that the proposed decentralized au-
thentication framework is secure, efficient, and practically implementable in the

healthcare system.

Threat model

We will use the Dolev-Yao (DY) threat model to describe the intruder’s potential and

typical privacy concerns in Telecare Medical Information Systems (TMIS). The health
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Table 5.1 Crypto symbols used in this chapter.

Symbol Description

PW Password of the user
ID User’s identity

Sp Server’s secret key
Py Server’s public key
SK Session key

Tx Transaction number
C, Counter value

Ry Random number
Ny Nonce

H(.) Hash operation
I Concatenation operation
D Bitwise XOR operation

data kept on the server is vulnerable to a variety of threats and privacy risks, which result
in information theft and loss Madhusudhan et al. (2018]). The attacker’s capabilities are

listed below:

1. An intruder &7 has full control of the channel used to transmit data between a

patient or doctor and a medical server connected to the Blockchain.

2. Messages sent across a public-channel like the Internet can be sniffed, discarded,
reordered, replayed, injected, deferred, and tampered with at will by the adver-

sary |Shashidhara et al.| (2020).

3. If an adversary sends a large number of queries to the medical blockchain, the
node may be unable to complete routine data transactions, exposing the medical

servers to Denial-of-Service attacks.

4. In polynomial time, the adversary textbf.</ may guess the user’s passwords. How-
ever, guessing the associated private keys, pseudo random, and hash values in a
given polynomial time is impossible.

5. The initial branch of the chain can be replaced by an adversary that controls 51
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percent of the resources of the whole Blockchain network. An adversary might
use this approach to introduce blocks to the medical blockchain network with

faked transaction data (51% attack).

6. The adversary 7 can discover a user’s lost or stolen device and extract device

parameters by analyzing power consumption.

5.4 Proposed decentralized authentication protocol for TMIS

In this section, a novel blockchain-based authentication protocol has been proposed for
the Telecare Medical Information System |Indushree and Raj (2024)). The mathematical

symbols used in this research paper are outlined in Table[5.1]

5.4.1 Initialization phase

Before the authentication system can begin, a few basic parameters are transferred be-
tween Network Hospitals (NH) and the medical server connected to the Blockchain
Network (BN) in order to create a shared secret key utilising the public-key distribution

mechanism. The initialization procedure is as follows:

1. The network hospital and the Blockchain server agree on some initial parameters
and choose large prime integers p, g, and a generator polynomial g from group

G.

2. The Blockchain Network (BN) selects a secret-key Sp = a; where (a < ¢). Even-

tually, Blockchain computes its public-key Pg = g* (mod p).

3. After that, the Blockchain Network sends its public-key Pg = g* (mod p) to the

Network hospital.

4. The network hospital, on the other hand, chooses its secret-key Sy = b where

(b < q) and computes the public-key Py = g (mod p).
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5. Later, the network hospital transfers its public-key Py = g” (mod p) to the Blockchain

Server.

6. Upon receiving the public key from the hospital, the Blockchain computes the
shared secret key Kpyy = g (mod p); Similarly, hospital network also computes
Kpy = g™ (mod p). Further, the shared secret Kpy encrypts communication

between the Blockchain server and network hospitals.

5.4.2 User registration

If a patient or doctor wishes to register with a medical server connected to the Blockchain
Network (BN), they must do so using a secure communication channel. The following

are the steps in the user registration process.

R1 : The user device computes and sends the registration request R; = h(ID||Ry to

the Blockchan server using a secure communication channel.

R2 : The Blockchain medical server computes Bs = h(R||Sp) and initializes the
counter C, = 0 to prevent replay attacks during user authentication process. In
addition, the server stores the registration details {R},C,} on Blockchain and gets

the transaction number Tx for the same.

R3 : After that, the medical server sends the registration response message Ry, =

{B57C}’7TX} .

R4 : The user device computes: Ry = h(ID||PW||Ry)
Ry =Bs® /’l(PW’ |RN>
R\, = Ry ®h(PW||ID)
Finally, the user device maintains information {Ry,Ry,C;, Tx, R}, } for accessing

desired services from the medical server. The user registration process is summa-

rized in Table 3.2l
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Table 5.2 The user registration.

User Blockchain

Selects {ID,PW,Ry}
Ry = h(ID||RN)

Ry = {h(ID||Ry)}

Bs = h(R,||SB)
Stores {R;,C,} on Blockchain.

/RZ - {BS7CF7TX}

Ry = h(ID||PW||RN)

Ry = BsEBh(PWHRN)

R, = Ry & h(PW||ID)

Stores{Ry,Ry,C;, Tx, Ry} in the user device

5.4.3 Decentralized authentication phase

Following successful mutual authentication over the Blockchain, the registered patient
or doctor can access the requested health services from the medical server. The follow-

ing stages are used to define the authentication:
Al: User — Server : {By,Cl, Ny, Tx }

Then, computes the following:
Ry = Ry @ h(ID||PW)

Ry = h(ID||PW||Ry) R}, = Ry
By =Ry EBh(PW‘ |RN)
Ay = h(Bs® Ny)

By = h(Tx||A1]|C;)
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Finally, the user device records Ny and sends the authentication request M| =

{B1,C),Ny, Tx } to the medical Blockchain server.
A2: Server — User: {C}

Upon receiving the request, the medical server retrieves the user details {R;,C,} using
transaction number Ty and compares the stored counter value C, with the received one.

In addition, the server computes the following:
B = h(R,||Sp)

A} = h(Bs® Ny)
B = h(Tx||AYIC;)

After that, the server checks B 2B 1. Then, computes the following:

Update the counter on the Blockchain C} = C, + 1

SK = h(B4|INulIC})
C) = h(SK||C?)

Finally, the medical blockchain server returns the authentication response M, = {C}
to the user.

The user device updates its counter value C; = C, + 1 and computes SK as follows:

SK' = h(Bs|INuIC)
C; = h(SK'||C)

Then examines C] = C;. The protocol will be stopped if the verification fails. Other-
wise, the user and medical server exchange authentication information and agree on the

session-key SK to encrypt further conversations. The decentralized authentication and
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session-key negotiation process is summarized in Table

Table 5.3 Decentralized authentication phase.

User Blockchain

Input ID, PW

Generate a Random nonce Ny
Ry = R\, ®h(ID||PW)

R}, = h(ID||PW ||Ry) R}, = Ry
Bs = Ry ©h(PW||Ry)

A} =h(Bs® Ny)

By = h(Tx||A1]|Cy)

Ml - {Bl,C;,NM,TX}

Derive {R;,C,} from Blockchain
Verify C. = C,

B = h(R1||SB)

A} = h(B; & Ny)

B N h(Ix||AY]IC)

B| =B

Update C; = C,+ 1 on Blockchain
SK = h(BJIN|C)

C) = h(SK||C})

M, ={C}

Update C; = C,+ 1 on the device
SK' = h(Bs||Nul|C;)

C; = h(SK'||C})

c Lcy.

5.4.4 User password change phase

Without accessing the medical server, the patient or the doctor can change the password.

The following are the processes for changing the user password:

P1: If a patient or Doctor wishes to change his/her default password, they must sub-
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mit the identity /D and password PW through the terminal. Then, the device

computes the following:
Ry =Ry ®h(ID||PW)

Ry = h(ID||PW||Ry)
2
R, =Ry
P2: The user device checks whether R}, =~ Ry . If the verification succeeds, the legality

of a patient or doctor is ensured. Otherwise, the request for a password change is

rejected.

P3: Upon successful verification, the user freely selects a new password PWx and

computes the following:

Ry = h(ID||[PW™||Ry)
RT/ =BgP h(PW* ’ |RN)
RX; =Ry @h(PW* | |ID>

P4: Finally, the user device replaces the old values {Ry, Ry, C,, Tx, Ry} with new

values {R};, Ry, Cy, Tx, Ry } in the smart-card.

5.5 Security analysis

We examine and demonstrate that, in the context of the Telecare Medical Information
System, the suggested decentralised authentication architecture based on Blockchain is

resistant to various attacks.
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5.5.1 User privacy-protection

During user registration, the user sends R; = h(ID||Ry) to the medical server, which
is composed of a hashed identity and a random number. Even if the attacker captures
message {R|,R,} from the public channel, he or she will be unable to determine the
patient’s or doctor’s identity. In addition, the identity of users is not included in the
authentication messages M; = {By,C,, Ny, Tx },M> = {C| } sent between the user and
the medical server.

Consequently, the authentication messages M1, M, are dynamic in nature due to the
usage of the unique random number Ny, in each session, it is impossible for an attacker
to track the user’s location by correlating past conversations derived from the public
channel. As a result, the suggested decentralized authentication mechanism safeguards

the privacy of users.

5.5.2 Protection of DoS attacks

In this attack scenario, the infected nodes could transmit malicious traffic to the medi-
cal server, preventing other legitimate users from accessing the network’s services. The
attackers may even be able to take down the entire server. The proposed solution, on
the other hand, uses a decentralised network such as Blockchain to store patient health
records.

The proposed Blockchain authentication protocol employs Delegated Proof-Of-Stake
(DPOS) as a consensus algorithm, ensuring that no double-spend transactions are for-
warded, as well as no forwarding of the same block or transactions. Limit the block size
to 1IMB and disconnect a peer that sends too many messages. As a result, distributed

denial-of-service attacks are prevented by the proposed system.
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5.5.3 Resistance to insider attack

The user sends R| = h(ID||Ry) to the medical server through a secure channel. As a re-
sult, an attacker cannot get user credentials such as identity /D and password PW. After
that, the medical server also sets up the counter and stores {R},C,} on the tamper-proof
Blockchain.

An insider attack to mimic the medical server is impossible due to the Diffie-Hellman
problem’s difficulty. The server’s secret key Sp is extremely difficult to deduce. There-

fore, the proposed framework can guard against insider threats in the context of TMIS.

5.5.4 Resistance to replay attack

Due to network latency considerations, the suggested framework abstains from em-
ploying timestamps to mitigate the risk of replay attacks in transmitted messages. This
approach is unsuitable for real-time implementation. The authorized authentication re-
quests would be rejected even if there was a tiny time gap between the clocks.

The suggested technique uses the counter C, at the medical server and user side, which
is updated in every authentication session, to prevent replay attacks. When inspecting
the counter value C; 2 C, of a patient or doctor, the medical server would notice the
attack if an attacker replayed the previous message.

If the authentication request M| is a replay message, the comparison C,. 2 C, will fail.
As a result,the authentication request was denied by the medical server. Therefore, the

suggested approach uses a counter C, to prevent replay attacks.

5.5.5 Mutual authentication

The authentication between the user and the server is achieved through exchanging

and validating the authentication messages M, M,. The medical server authenticates a
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patient or Doctor, upon receiving My = {By,Ny,C,}. The server computes:
B = h(R1||Sp)

A} = h(Bs® Ny)
By = h(Tx||A1lIC:)
;7 ?
Bl - B]

If the verification succeeds, the medical server successfully authenticates the user and
computes SK. Otherwise, the request for authentication is declined.
Similarly, the patient or doctor can authenticate the medical Blockchain server by re-

ceiving M, = {C; }. The user computes:
SK' = h(Bs||Nul|C;)

Ci = h(SK'||C})
;7
C] :Cl

If the verification succeeds, the user successfully authenticates the medical server and

agrees with the session key for encrypting further conversations.

5.5.6 Prevents impersonation attacks

Consider this: an attacker .7 intercepts certain publicly disclosed information and at-
tempts to impersonate a legitimate medical server to defraud the user or masquerades
as an authorized user to gain access to the server’s services. The intruder .o would

confront a variety of challenges in this scenario, which are detailed below:
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Resistance to user impersonation

An attacker would need both the identity /D and password PW to impersonate a patient
or doctor. However, the user’s login credentials are not communicated across a public
channel in the proposed protocol’s login and authentication messages. As a result, the

proposed protocol is resistant to user impersonation attacks.

Resistance to server impersonation

An adversary can’t forge the msg M, = {SK,C; } to defraud the patient or doctor without
knowing the server key Sp and shared-key Kpy. In addition, the intruder is unable to
extract Bg in order to compute the session key. As a result, the proposed method is

resistant to impersonation attacks on servers.

5.5.7 Prevention of sybil attacks

Sybil attacks on the network relate to a rogue node controlling numerous blockchain
nodes, weakening or eliminating the redundant backup mechanism. Multiple data back-
ups might be stored on Sybil nodes in this attack scenario, putting them at risk. The
attacker uses this approach to try to fill the network with clients under its control while
refusing to transmit genuine blocks. Furthermore, it relay only attacked blocks, result-
ing in double spending.

The proposed decentralized authentication framework makes use of the delegated proof-
of-stake protocol to address the sybil attack. This mechanism, diversifies the connec-
tions and permits outbound connections to one IP per/16 IP address. Hence, the pro-

posed authentication framework prevents sybil attacks.

5.6 Formal security verification

The authentication framework is implemented in the HLPSL, which is a role based sys-

tem, which means that we define the activities of each type of module participants. We
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then "glue" various roles together into a composite role and explain how the resultant
actors communicate with each other. Every role provides the information (parameters)
that the participants can use first, as well as the participant’s initial state and transi-
tions |Shashidhara et al.| (2021)).

The RCV and SND signals are of the form of channels, suggesting that they are chan-
nels through which the role-playing agent (a patient or doctor) will connect with the
medical server. HLPSL is a typed language, in which all identifiers start with capital
letters, while all constants start with a lowercase. State is a nat (natural number) in
HLPSL, and the local section specifies the local variables of the users in the commu-
nication. In addition, HLPSL has state transitions that represent receiving a msg and
sending a reply. A transition is made up of a trigger when an event occurs.

The Dolev-Yao (DY) intruder model is represented by the communication channel (dy)
in HLPSL. In this threat scenario, the intruder has complete network control, meaning
that all information transmitted by the user or medical server will be intercepted by the
attacker. He has the ability to attack, examine, and/or change conversations, as well
as send whatever message he constructs to anybody he wants while pretending to be

another agent.

All channels used by the basic roles, such as user and medical server, are declared
by the session role. It is also used to describe a single protocol execution in HLPSL.
Parallel sessions are described by the environment role, which is the top-level role.
In addition, HLPSL specifies security goals via enhancing basic role transitions. The
security objectives aid in the achievement of security requirements such as mutual au-
thentication, confidentiality, and so on.

The proposed authentication architecture is validated using AVISPA, a prominent for-
mal verification tool. AVISPA is a technology that is used to formalise and test the

robustness of security protocols in wireless and mobility environments.
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Figure 5.2 HLPSL role specification for the patient/doctor.

HLPSL role specification of the user, medical server, session, and the environment
roles have shown in Figures [5.2] [5.3and [5.4] respectively. During the registration pro-
cess , the patient or doctor sends R; using Send() channel to the medical server. Con-
sequently, the user receives SC = {Bg,C,, Tx } from server using Recv() channel.

In decentralized authentication process, the user MU sends M| = {B;,Tx,C,,Ny} to
the Blockchain network. Eventually, the medical server successfully authenticates the
user and returns M, = {C; } to the user through a public channel.

Under the ATSE and OFMC backends, the protocol is simulated in AVISPA with the

SPAN tool.
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= Bl :text, % User computation during login - K

= Ri:text, ¥ Registration reguest

Figure 5.3 HLPSL role specification for the patient/doctor.

5.7 TMIS implementation using blockchain

The proposed decentralised authentication framework is built on the Blockchain (TMIS-
Chain) and uses smart contracts to implement it. Patients and doctors can register with
the medical server in this scenario by providing identity information. Users can also
upload medical records to the Blockchain network via a decentralised Web. The In-
terPlanetary File System (IPFS) is a peer-to-peer networking protocol for storing and
sharing health records in a distributed file system that employs content addressing to
uniquely identify each patient medical record in a global name-space.

TMIS-Chain is a proposed secure framework for medical health records that keeps a
digital copy of a patient’s medical history, including diagnoses, medications, and bills.
A doctor, hospital, or pharmacy uploads these details, which are then fed into the de-

centralised Blockchain to ensure security, privacy, and data integrity. This information
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. 0 -
= % session role -
. W -
= role session | -
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daf=

const

rna, user_server_bs, user_server_cr, server_user_tx: protocol_id
3, b-agent,
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h : hash_fumnc
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composition

session|a, b, sab, h)

M sessionia, b, sab, h)", session(z, §, 5ai, h)", session| i, b, sib, h)
end role

goal

authentication_on rna % ‘Weak auth

secrecy_of or % Smart card must remain secret to user
weak_authentication_on user_server_tx
weak_authentication_on user_server_bs

end goal

environment|]

Figure 5.4 HLPSL role specification for the session, goal and environment.
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Figure 5.5 Simulation results analysis using OFMC and ATSE backends.

can only be viewed, not edited by the individual. Accountability is maintained while

patient medical records are kept secure.
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Figure 5.6 The Blockchain-based architecture for healthcare

Smart contracts using the Solidity programming language were used to implement
the user and medical server roles. The contracts were compiled in the Remix IDE and
then deployed to Ganache, an Ethereum personal blockchain network. The front-end
for the Decentralized Application (DAPP) is built using React]S, HTML, and CSS, and
it uses MetaMask to execute wallet transactions. As a middle-ware, Web3 and npm are

utilised. The Blockchain-based TMIS architecture, as shown in Figure [5.6]

Only registered patients can upload their medical records to the Blockchain-based
Decentralized Application (DAPP). IPFS adds the health records as a node that returns a
hash. Following that, the hash is saved on the blockchain. Patients who have registered
can use Blockchain to examine their medical records. A patient might also grant access
to his records to a doctor.Permission can be revoked at any time if the doctor no longer
requires access. The registration process of the patient and doctor using smart contracts
is shown in Figure [5.9] Only when the patient grants access to the doctor may they

view the patient’s medical records. Eventually, network hospitals/doctors will be able
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Figure 5.7 The major steps in TMIS-Chain application

to upload each patient’s diagnosis, prescriptions, and bills to the Blockchain using IPFS.

The TMIS-Chain operational process is as shown in Figure 5.7}

1. The decentralised application allows registered users to upload medical records.
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Figure 5.8 Healthcare smart contract deployment and block details.

2. The client-side record is subsequently encrypted and transferred to the medical

SCrver.

3. This encrypted file is sent from the medical server to the IPFS network for decen-

tralised storage.

4. IPFS network returns a file hash after being stored.

5. The file hash is then returned to the user application by the medical server.

6. The hash is then kept on the decentralized Blockchain network, which is secure

and immutable.

7. Only the doctor has access to his or her patient’s medical records.
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Figure 5.9 Registration process of the patient and doctor using smart contracts

5.8 Performance evaluation

The proposed decentralized authentication framework is implemented through the Ethereum
personal blockchain network known as Ganache. The patient, doctor, and medical
server smart contracts are first developed in the Solidity programming language. Remix
IDE is used to compile the smart contracts, which generate byte code using the Ethereum
Virtual Machine (EVM). As a result, smart contracts that have been compiled are de-
ployed into the personal blockchain network. The healthcare smart contract deployment

and block details are shown in Figure[5.§]

We used blockchain to examine the performance and features of the proposed TMIS-
Chain. The major goal is to create a framework for secure, efficient, and low-cost au-

thentication. In addition, we discuss how blockchain differs from typical centralised
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authentication solutions in terms of functionality. The suggested system has the follow-

ing features:

* Cost: On the Ethereum test network, we developed and deployed the model.
The cost of smart contract creation and execution of its functions was calculated.
On the day of the evaluation, the gas price was 2.50000001 Gwei (0.0000000025
Ether) and 1 Ether was 4234.22 USD. The average gas price was around 18,000,000,000
Wei at the time of analysis. The cost of deploying smart contract creation and ex-
ecution functionalities is summarised in the table below. We noted that the largest
cost is incurred at the moment of contract creation in Table 5.4l All other smart

contract features, on the other hand, were less expensive.

* Security: Authentication, data integrity, secrecy, and non-repudiation are among
the security challenges addressed by the proposed Blockchain framework for the
healthcare system. To begin, distinct modifiers are available in the solidity lan-
guage that can validate the user’s identity. The blockchain is an immutable ledger
because the information recorded on chain is not modifiable. The functionality
of smart contracts and transaction information are tamper-proof. Furthermore,
the suggested security architecture confirms a user’s validity using information

stored on the blockchain.

* Verification: The verification feature of a blockchain-based authentication sys-
tem is effectively achieved, and user anonymity is checked using public key
and digital signature. Each user’s public and private keys are generated via the
Ethereum wallet. The user signs a message as a digital signature with their private
key to establish ownership of the public key, and then the digital signatures are

confirmed with their public key.

The authentication system is evaluated and compared to recently proposed authen-

tication protocols in Telecare Medical Information Systems. Table [5.5] compares the
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Table 5.4 Smart contact deployment and interaction costs.

Functionality Transaction cost (Ether) Gas Fee
Patient contract creation 0.01105424 4,421,696
signupPatient 0.00018291 73,167
Doctor contract creation 0.00116262 465,0501
signupDoctor 0.00017486 69,947
Healthcare contract creation 0.00157671 1,576,710
addFile 0.00018575 70,125
grant-Access-To-Doctor 0.00016166 160,575
getPatient-Info-For-Doctor 0.00012117 142,437
getFile-Info-Patient 0.00017486 68947
get-File-Info-Doctor 0.00017568 56784

proposed framework’s security requirements to those of other security protocols used
to provide authentication in TMIS. Table[5.5|shows that the proposed Blockchain-based

healthcare system meets all design goals and is resistant to all attacks.

Table 5.5 Security requirements

Security requirements Proposed | ProtocolLu and Zhao|(2021) | Protocol|Lo et al.|(2020) | Protocol |Giri et al.|(2015) | ProtocolZhang and Lin|(2018) | Protocol Das|(2015)
User privac; v X X v X v
u v v v v v
Teve v v v v X
rev v v ' v X X
v X v X X X
v v v v
v v v x
v X X X X v
v v v v x v
User friendliness v v X v v v

Several crypto operations were simulated on a Crypto library in order to examine
the computation complexity of the authentication system. MIRACL, a Crypto++ li-
brary, is used to implement the cryptographic algorithms. Furthermore, the SHA-256,
AES, and Elliptic Curve Integrated Encryption Scheme are the hash function, private
key, and public-key cryptosystems, respectively. The execution time of several crypto-

graphic algorithms is listed in Table5.6] based on experimental data.
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Table 5.6 Execution time of cryptographic algorithms.

Symbol Description Execution-time (S)
Tsm symmetric key algorithm 0.0087
Ty hash function 0.0005
Tasm symmetric key algorithm 0.01725
Tp point multiplication on Ellip- 0.763
tic curve
Tv modular exponentiation 0.522

We measured the user and medical server’s computing overhead in the login and

authentication stages, as these are performed more frequently than the initialization and

password change phases.The user registration process in the proposed authentication

framework employs five hash functions as well as a symmetric key computation. During

the login and authentication procedure, there are 12 hash operations and one symmetric

operation. In the proposed protocol, there are a total of {177y + 275y } cryptographic

computations. Table|S.7|shows that the proposed Telecare Medical Information System

authentication framework is more efficient than existing protocols.

Table 5.7 Comparison of the computational overhead

Phase Scheme|Lu and Zhao (2021} | Scheme|Lo et al.|(2020) | Scheme|Giri et al.|(2015) | Scheme|Zhang and Lin|(2018) | Scheme|Das|(2015) | Proposed
Registration 2Ty + Tsm 3Ty 5Ty 2Ty +2Tasm 5Ty 5Tn +Tsm
Login 2Ty + Tu + Tom 3Ty +1p 6Ty + Tn 3Ty 5Ty 5Ty
Authentication | 97y + T + 5Tsy 5Ty +3Tp + 215y 9Ty + T 8T, + 4Tysm 11Ty + 2Tpsn Ty + Ty
Total 13Ty + 2Ty + 15y 11Ty +4Tp + 2Tsy 20Ty + 2Ty 13Ty + 6Tpsm 207y + 2Tpsm 17T, + 2Tsm
Execution time (s) | 1.114 3.075 1.054 1.038 0.044 0.025

Table 5.8 Communication overhead (bits)

Phase

Proposed

Scheme|Lu and Zhao|(2021)

Scheme|Lo et al. (2020}

Scheme|Giri et al.|(2015)

Scheme|Zhang and Lin j 2018)

Scheme|Das|(2015) |

Registration

640

640

960

1280

640

640

Login and authentication

800

1120

1600

1600

800

1120

Total

1440

2080

2880

2560

1440

1120

The communication cost of the proposed methodology and other relevant methods

is summarised in Table [5.8] The length of the hash function was assumed to be 160
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bits in order to estimate transmission overhead. In addition, the random nonce, times-
tamp, and user information all have a length of 160 bits. In proposed decentralized
framework, the registration requests RID; = {h(ID||Ry)}, and R, = {Bs,C,,Tx } are
exchanged between the patient/Doctor and medical server. The registration messages
require (160 + 160+ 160+ 160) = 640 bits. The login message M; = {B,Cy, Ny, Tx }
needs (160 + 160+ 160 + 160) = 640 bits to send the authentication request from the
user to medical server. Furthermore, the authentication response M, = {C;} requires
160 bits. As a result, the proposed authentication framework requires a communica-
tion overhead of (640 + 640+ 160) = 1440 bits . In comparison to other protocols, we
assure you that the proposed protocol has a low computation and communication over-
head. As a result, the suggested authentication framework offers a significant increase

in security and is easily implemented in healthcare systems.

5.9 Summary

This chapter introduces a secure decentralized authentication framework for the Tele-
care Medical Information System, demonstrating its ability to resist attacks and meet
healthcare system requirements. The framework employs Solidity smart contracts on
the Ethereum Blockchain and undergoes rigorous security analysis and performance

evaluation, affirming its security, efficiency, and practicality in healthcare.
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Chapter 6

SECURE USER AUTHENTICATION
SYSTEM FOR ROAMING SERVICES IN
MOBILITY ENVIRONMENTS USING
BLOCKCHAIN

Increase in wireless devices made Mobile communication pervasive. Global Mobile
Networks (GLOMONET) provision the roaming service to accomplish this, where Mo-
bile Users must experience secure and seamless roaming services over multiple Foreign
Agents. Main objective of Network providers is to have mutual authenticated, secured
and light weight service to guard mobile user’s data and privacy. Many interesting
roaming authentication protocols have been proposed to achieve security and privacy
of users in traditional communication networks. But they all suffer from one or another
known security attacks with the fact that current mobile networks are prone to attacks.
Blockchain technology offers its advantages to establish a secure connection and au-
thentication by safeguarding Mobile User information and privacy with its immutable
nature. The study shows that limited work has been done in space protocol design
for GLOMONET using Blockchain technology and the main goal of the protocol is to
maintain security for transactional data and privacy of the Mobility Users along with
anonymity property. In this chapter, Soulbound tokens are used to issue credentials be-
tween an MU and HA by serving as a secure and decentralized form of digital identity.

The idea behind using soulbound tokens for issuing credentials is to create a tamper-
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Figure 6.1 Authentication scenario for Mobile Users in GLOMONet

proof and easily verifiable system that reduces the reliance on centralized authorities

for identity verification.

6.1 Motivations

Several privacy concerns have arisen between network customers using service providers
and mobile phones in Glomonet |Indushree and Raj| (2023). We explored at a various
MU authentication approaches that have been established to provide subscribers with
roaming services in this section. The following are some of the limitations of the previ-

ous authentication techniques.

1. The majority of authentication protocols in global mobility networks are vulner-

able to well-known network security flaws.

2. HA, FA, and MU use an unfair key agreement mechanism to distribute secret

information amongst user authentication entities. If any entity’s static secret val-
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ues are exposed over the network, that network’s entire security mechanism is

compromised.

3. Allocating resources and consumption produced by communication operations
and processing is a fundamental challenge in the global mobile network. Mobile
devices have minimal resources in terms of processing power, memory, band-
width, and computational capacity. To implement existing authentication meth-

ods, there is a larger communication and computation overhead is expected.

6.2 Research Contributions

1. We propose a novel blockchain-based mobile user authentication mechanism us-

ing a non-transferable Soulbound Token.

2. Exploiting and testing various security attacks by using security tools and Blockchain
technology is used to provide the confidentiality, transparency, privacy, security

as well as authentication to the protocols using decentralized network.

3. The proposed system is also verified using a tool called AVISPA.

6.3 Security attribute in GLOMONET

The implementation authentication protocol must comply with the following security

requirements:

R1 Mutual-authentication : Every session, establish secure communication between
FA and MU. Firstly MobileUser, ForeignAgent and HomeAgent must be mutu-
ally authenticate each other and after the mutual-authentication it generates the

SK for further process.

R2 User untraceability : An Intruder <7 either detects a roaming subscribers during

authentication sessions or connects authentication activities that are associated
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with the same party.

R3 Session key (SK) security and fairness: Because the interactions between MU
and FA are encoded by the SK, a SK (session key) negotiation is essential for
maintaining a more secure connection. Furthermore, all communication agents

contribute to the generation of the session key in certain way.

R4 Robustness against attack : Even if an attacker has access to all of the data stored

on the SmartCard, the protocol can withstand many threats.

RS Computational efficiency :‘'The authentication technique should be simple in both

computation and communication.

R6 No Time Synchronization :Because transmission delay is unpredictable in exist-
ing networks, remote user authentication systems that use time-Stamps to ensure
message freshness may still be vulnerable to replay attacks. Furthermore, in ex-

isting network systems, clock synchronization is complex and costly.

6.4 Proposed authentication protocol for GLOMONET

The proposed protocol is described below:
1. Initialization phase : The system parameters are chosen by the HA.

2. Registration phase : Registration phase before providing any health care ser-
vices to the patients user has to register with the health server so the registration
phase is between the user and sever is established. So, once the registration is
completed user can access the services from the health server this process is done

in Mutual authentication phase.

3. Mutual authentication phase : Here the register user should be authenticated
first so after that services should be provided that is authentication in this phase

the user has to authenticate the server even the server has to authenticate the user
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so the mutual authentication will be established. Once the user and health server
are agree or authenticated each other so then session key agreement will take

place also SK is order to encrypt the information in the secure way.

6.4.1 Blockchain-based Soulbound Token (SBT) for Authentication

Soulbound tokens can be used to issue an identity token between a user and a server by
serving as a secure and decentralized form of authentication.

Here’s how SBT could work in Global Mobility Network:

1. The mobile user would first obtain a soulbound token, which is unique to them

and cannot be replicated or transferred.

2. The Home Agent would generate an identity token and send it to the mobile user.

3. The mobile user would use their soulbound token to sign the identity token, which

would create a tamper-proof digital signature that proves their identity.

4. The user would then send the signed identity token back to the Home Agent,

which would verify the digital signature using the mobile user’s soulbound token.

5. If the digital signature is verified, the Home Agent would authenticate the mobile

user and grant them access to the requested resources or services.

Overall, using soulbound tokens for issuing identity tokens between users and servers
could help to create a more secure and decentralized system of authentication, which
could be used in a wide range of applications, such as online banking, e-commerce, and

social media.
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6.4.2 Minting and Issuing the soulbound token

A Home Agent can mint a soulbound token to a mobile user by generating a unique key
pair. The private key is securely stored on HA, while the public key is shared with the
mobile user.

Steps in SBT Minting and Issuing:

1. The Home agent would generate a key pair consisting of a secret key and the

public key.

2. The HA would securely store the private key, which would be used to sign and

verify transactions involving the soulbound token.

3. The HA would send the public key to the user, which would be used to create the

soulbound token.

4. The mobile user would use the public key to create a new soulbound token, which

would be uniquely bound to their identity.

5. The mobile user would store the soulbound token securely on their device, such

as a smartphone or a hardware wallet.

6. The mobile user would then use the soulbound token to authenticate themselves

to the server, which would verify the digital signature using the private key stored

on HA.

The Authentication protocol has been designed using soulbound token smart con-
tracts, which are lines of programming code that are stored on a Blockchain network
and are only executed when specific requirements are met. It is referred to as smart
since it 1s capable of independently verifying and executing a contract. The contract,
which contains all of the details of a specific agreement, is included in the decentralised

Blockchain network. The soulbound token has been implemented using solidity smart
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contract and deployed to the Ethereum blockchain network.

Accuracy, openness, independence, security, and uniformity are all intended bene-
fits of smart contracts.On the blockchain, the Ethereum nodes execute smart contracts
written in the solidity. Every 10 seconds, at least two additional network nodes must
validate each node in the blockchain. Written contract functions may then be triggered

and carried out after that.

The soulbound token contract has been compiled through Remix and deployed on
Goerli test network. The contract compilation and deployment as shown in Fig.[6.2] In
addition, the contract deployment process, minting and issuing an SBT to the mobile
user address, and transaction details on the Blockchain as shown in Figs. @, and @,

respectively.

DEPLOY & RUN TRANSACTIONS > e % SBTsol X
29.8.4;
VIRONMENT &
Remix VM (London)
M e e r i r draft-EIP712.s
ACCOUNT @ / e ns/draft-ERC721Vs

0x5B3..eddC4 (99.999999¢ : [ &

"@openzeppelin/contr

MyToken ERC721, Ownable, EIP712, ERC721Votes {
GAS LIMIT Counters Counters.Counter

3000000

Counters.Counter _tokenIdCounter;

constructor() ERC721("MyToken™, "MTK") EIP712("MyToken", "1") {}

_baseURI() ( ) {
"https://www

safeMint( to) onlyOwner {
tokenId = _tokenIdCounter.current();
_tokenIdCounter.increment();
_safeMint(to, tokenId);
1
¥ O o

At Address [vm] from: MyTol ructor) value: @ wei data:
hash:

Figure 6.2 Smart contract compilation and deployment process using Remix.
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Figure 6.3 Minting and issuing an SBT to the mobile user.

6.5 Formal security verification of the proposed protocol

The AVISPA Toolkit is a collection of tools for testing and implementing formal secu-
rity protocol models. The role-based language HLPSL is frequently used to construct
scheme models. AVISPA is a widely used simulation tool for determining if a newly
proposed approach authentication technique or protocol is more secure against a nu-
merous of common known security vulnerabilities. HLPSL is used in the AVISPA tool
to implement communication. The proposed schemes is used AVISPA tool to validate
the informal analysis and automated security. To demonstrate that the recommended
protocol scheme is resistant to various common security vulnerabilities, including re-
play, forgery, smartCard and MITM attacks. Main goal in this scheme is to accom-
plish the Mutual Authentication, establish the Session- Key, and also implement De-
synchronization, resist the common security attacks, finally to reduce the computation
and storage burden. Further to check the correctness of the formal security authentica-
tion properties it uses tool called AVISPA.

The AVISPA tool usually uses two models for formal verification: CL- AtSe and OFMC
If the OFMC and CLAtSe models are SAFE, we can deduce that the newly implemented

protocol is secure against a variety of common security attacks. When the protocol is
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executed, each user has a specific role to play in AVISPA. Each role is Self-contained,

receiving initial input via arguments and communicating with other roles via channels.

The below figure shows the output of proposed protocol AVISPA. The designed
protocol is written in HLPSL and we have executed using one of the backend OFMC.
Fig Shows the result for the proposed protocol is SAFE. If the result is UNSAFE
we can use the intruder simulation and attack simulation that show the what information

is revealed to the attacker that information is help us to rebuild the protocol.

SPAN 1.6 - Protocol Verification : AUTH.hipsl

File

bo OFMC
% Version ot 2006/02/13
SUMMARY

COMMENTS

SearchTime: 0.155
visitedNodes: 7 nodes
depth: 6 plies

P P — rrotocol Intruder Attack
Tools options
st [~ Session Compilation
HLPSL2IF Defth :

Path :

i3
| orme | arse | sammc | vasse

Figure 6.4 Autentication protocol using OFMC.

Table 6.1 Security requirements and Functionality comparison.

Security requirements & F\ i iti Protocol Karuppiah and Saravanan (2015} | Protocol/Reddy et al.|(2016) | Protocol Xu et al.|(2018) | Protocol Sk i a et al.|(2020) | Proposed
Mutual authentication v i ] v i ] v v ) v
Mobile user privacy v X v v v
Prevents insider attack x X v v v
Withstand impersonation attacks X X X v v
Withstand stolen-verifier attack x X v v v
prevent password-guessing attacks x v v v v
Prevent replay attacks v v v x v
Perfect-forward secrecy v X x v v
Anonymity and untraceability X X v v v
Fair session-key negotiation v v x v v
Security against DoS attacks X v v v v
Clock-synchronization problem X X X v v
Decentralization x X x x v
Local password verification v v v v v
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6.6 Summary

To communicate between the MU, HA, and FA. The protocol was developed to take
advantage of blockchain’s features, such as authentication and its preservation of user
privacy. Using a formal verification process, we were able to demonstrate the proposed
protocol security. The confidentiality of sensitive information and participant authenti-
cation have both been successfully validated by this protocol. Overall, using soulbound
tokens for identity verification and authentication can help to create a more secure and
decentralized system that reduces the reliance on centralized authorities for identity

management in Global Mobility Network (GLOMONET).
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Chapter 7

CONCLUSION AND FUTURE WORK

The present chapter, discusses the thesis’ major contributions. The Telecare Medical
Information System (TMIS) and future research directions in the domain of authentica-

tion for mobile environments are also described.

7.1 Contributions

The thesis contributions can be summarized as follows. It involves the analysis of exist-
ing protocols and the proposal of various secure and privacy-preserving authentication

protocols using Blockchain:

1. Analysed a security robustness of different authentication and key agreement pro-
tocols in the existing literature to enhance security, maintain confidentiality, en-

sure data integrity, and preserve privacy in TMIS and Global Mobility Networks.

2. Proposed a novel and secure authentication protocols using Blockchain for TMIS
and GLOMONET through the utilization of smart contracts. The proposed pro-
tocols aims to safeguard user privacy and anonymity while also withstanding var-

ious network attacks.

3. Comprehensive security analysis using a strong adversary (Dolev-Yao) model and

formal verification has been performed using AVISPA to validate the robustness
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of the proposed authentication protocols.

4. Ultimately, performance analysis of the proposed authentication protocols have
been conducted to assess communication and computational overhead. Con-
sidering several network performance parameters into account, the outcomes of
analysing the performance and simulations validate the system robustness, com-
putational efficiency, and practical feasibility of the proposed authentication pro-

tocol for resource limited global mobility Networks and TMIS.

Chapter 4, presents a blockchain-based mutual authentication system has been in-
troduced for mobility networks. This system possesses decentralized, peer-to-peer, im-
mutable, and distributed characteristics. This security system ensures anonymity and
provides resistance against various types of attacks. We have performed a thorough
analysis comparing security and functional requirements to demonstrate the strength of
the authentication system. Furthermore, we have implemented the proposed blockchain-
based framework on the Ethereum using smart-contracts created in the Solidity. This
implementation enhances security and decentralization within the mobile network. In
conclusion, A performance analysis validates that the mobile-chain authentication frame-
work satisfies all functional and requirements for security in the domain of mobile net-
works. Moreover, the protocol is efficient, lightweight, and entails minimal communi-
cation and computational overhead compared to recent protocols designed for roaming

services in mobile environments.

In the contribution of Chapter 5, we proposed a secure and decentralized authen-
tication framework for the TMIS, making use of Blockchain technology. We have
demonstrated that the proposed security framework effectively withstands various at-
tacks and aligns with all the design objectives within the healthcare system. The pro-
posed decentralized system utilizes smart contracts developed in the Solidity. The pro-

posed decentralized system utilizes smart contracts written in the Solidity. Patients,
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Doctors, and medical servers can securely authenticate and access health records using
the proposed decentralised application. The authentication framework is defined using
HLPSL, and its security is validated through the AVISPA formal security verification
tool. Furthermore, the proposed protocol was evaluated for its computational and com-
munication overhead, as well as other relevant authentication protocols. The results
show that the decentralized authentication framework is secure, making it a practical
solution for the healthcare system.

(Chapter 6), A novel blockchain based protocol has been developed for roaming
services within GLOMONET, facilitating communication between the MU, HA, and
FA. The protocol was developed to take advantage of blockchain’s features, such as
authentication and its preservation of user privacy. Using a formal verification process,
we were able to demonstrate the proposed protocol security. The confidentiality of sen-
sitive information and participant authentication have both been successfully validated
by this protocol. Overall, using soulbound tokens for identity verification and authen-
tication can help to create a more secure and decentralized system that reduces the re-
liance on centralized authorities for identity management in Global Mobility Network

(GLOMONET).

7.2 Future research directions

Potential areas for future research are discussed in this section. There are several re-

search directions that merit investigation, as outlined below.

* Developing new consensus mechanisms that ensure secure and reliable data ex-

change to improve the privacy of blockchain-based authentication protocols.

* While blockchain-based user authentication using zero-knowledge proofs is a
promising technology, it is still in the experimental stage. The future direction
could focus on the practical deployment to make use of this technology and ex-

ploring ways to increase its adoption in various industries and use cases.
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* Another possible direction is to explore the integration of the blockchain-based
user authentication process with other technologies and systems, such as Al or

IoT devices, to construct a more robust and comprehensive authentication system.

» Exploring the possibility of using blockchain-based authentication systems to en-
able secure and efficient data sharing across different healthcare providers, which

can facilitate better collaboration and patient outcomes.

* To explore methods for scaling the blockchain-based user authentication process

to support a more transactions, nodes, and users in the blockchain networks.
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